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Licenses for Tangible Items, Software and Technology for the World
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Figures do not include deemed export licenses. In 2015, BIS reviewed 1,317 deemed export
license applications. Approved deemed export licenses for all destination totaled 1,211
(92.0% of the total applications), an 23.8% (233) increase from 978 in 2014.




2015 U.S. Exports to the World
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Top Ten ECCN Categories by Count for Approved Licenses ($millions)

ECCN Description

c GRS Military aircraft and related commodities

Chemical manufacturing facilities and equipment

m Military electronics
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Top Five Exports by ECCN by Value - Licensed ($millions)

Shipment
ECCN Description Value Count

lecl:5 Crude petroleum $8,538.2

S)AGil e Military aircraft and related commodities $1,275.4 38,887
o) T Spacecraft and related commodities $1,001.2

Military gas turbine engines and related
commodities $513.6

Equipment for the manufacturing of
semiconductor devices or materials $289.5



Top Five Exports by ECCN - NLR with ECCN ($millions)

Shipment
ECCN Description Value Count

9A991 Aircraft and gas turbine engines $100,240.0

Computers, "electronic assemblies" and related
LGRS equipment $11,715.0

Low-level information security systems and
LA equipment $10,454.0 239,974

5A991 Telecommunication equipment $9,888.6 229,414

Equipment not controlled by 3B001 for the
manufacture of electronic components and
materials



Top Five Exports by ECCN - License Exception ($millions)

ECCN Description Value Count

ST Information Security Systems Equipment $16,181.0 218,256

N/A No ECCN is reported $2,067.1 50,263

Equipment for the manufacturing of
ciz0l0E Y semiconductor devices or materials $1,598.1 6,739

SJAGHl s Military aircraft and related commodities $726.9 25,626

Military gas turbine engines and related
commodities




2015 U.S. Exports by BIS License Exceptions
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Export Control Reform

Framework:

e Items providing a significant military or intelligence capability are listed on
the USML, which is now a more “positive” list.

e Military items no longer listed on the USML are subject to the EAR’s “600
series.”

e Commercial spacecraft items no longer on the USML are listed in the EAR’s
9x515 ECCNs.

e When items cannot be positively enumerated, they will be described using
the defined term “specially designed.”

License Requirements:

e Licenses from BIS will still be required to export or reexport most 600
series items worldwide (minus Canada), unless an EAR license exception is
available.




ECR List Review Status
UswLCategory | EcoNs [ staws

|: Firearms

lI: Artillery

lll: Ammunition

IV: Launch Vehicles/Missiles

V: Explosives/Propellants
VI: Vessels of War

VII: Tanks/Military Vehicles
VIII: Aircraft

IX: Training Equipment

X: Personal Protective Equip.

Xl: Electronics

0x601
0x602
0x603

0x604
9x604

1x608
8x609
0x606
9x610
0x614
1x613

3x611
9%x620

Proposed rule TBD
Proposed rule TBD
Proposed rule TBD
Final rule Jan. 2, 2014; Effective July, 1, 2014

Final rule Jan. 2, 2014; Effective July 1, 2014
Final rule July 8, 2013; Effective Jan. 6, 2014
Final Rule July 8, 2013; Effective Jan. 6, 2014
Final rule Apr. 16, 2013; Effective Oct 15, 2013
Final rule Jan. 2, 2014; Effective July 1, 2014

Final rule Jan. 2, 2014, Effective July 1, 2014

Final rule July 1, 2014, Effective Dec. 30, 2014
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ECR List Review Status
(USMILCategory  |ECCNs |Status

X1l: Sensors/Night Vision

XIlI: Miscellaneous
XIV: Toxicological Agents
XV: Spacecraft/Satellites

XVI: Nuclear
XVII: Classified

XVIII: Directed Energy
Weapons

XIX: Gas Turbine Engines
XX: Submersible Vessels

XXI: Not Enumerated

6x615
7x611

0Ox617
1x607
9x515

N/A
N/A
6x619

9x619
8x620
N/A

Proposed rule May 5, 2015
Second proposed rule Feb 16, 2016

Final rule July 8, 2013; Effective Jan. 6, 2014
Proposed rule June 17, 2015

Interim final rule May 13, 2014
Effective June 27, 2014 (for rad-hard ICs)
Effective Nov. 10, 2014 (for all other items)

Final rule Jan. 2, 2014; Effective July 1, 2014
Final rule Apr. 16, 2013; Effective Oct 15, 2013
Proposed rule June 17, 2015

Final rule Apr. 16, 2013; Effective Oct 15, 2013
Final rule July 8, 2013; Effective Jan. 6, 2014 \
Final rule Apr. 16, 2013; Effective Oct 15,2013 ;




ECR Impact on Licensing
e From October 2013 through February 2016:

— 57% reduction in license volume at the Department of
State for the newly implemented USML categories
 Aircraft/gas turbine engines: 66% reduction
e Spacecraft/satellites: 81% reduction

— Over 25,000 license applications submitted to BIS for
items that have moved from the USML to the CCL

— Over 153,000 shipments valued at $9.2 billion in
exports have been shipped under BIS authorizations
e Top items: 9A610 (aircraft items), 9A619 (gas turbine engine

items), 9A515 (spacecraft), 3A611 (military electronics),
0A606 (ground vehicle items)

e Top destinations (by value): Japan, Canada, United Kingdom,
South Korea, Mexico, Israel, Germany, Italy, Singapore




DDTC License Irends by ECR Transition Rules
October 15,2013 to February 29,2016
Average Monthly Applications
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BIS License Applications

for 600-Series and 9x515 Items
Effective Date to February 29,2016
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Top Ten Destinations of BIS Approved Licenses for 600-Series and
9x3515 Items by Count
October 15, 2013 - February 29, 2016

Japan | 93,069
United Kingdom | 2.439
South Korea | 1421
Germany | 1,177
United Arab Emirates | 098
Italy | 891
France | 842
Saudi Arabia | 837
[srael | 836
Australia | | 800
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The U.S. Exports of 600-Series and 9x515 Items
by BIS License Type
October 15, 2013 to February 29,2016
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Export Control Reform:
What’s Next?**

* Category XII: Sensors/Night Vision
— Second Proposed Rule Feb 19, 2016 (45 day
public comment)
— Final Rule June 2016

* Category XIV Biological/Chemical Agents
Category XVIII Directed Energy Weapons
— Final Rule June 2016

« Harmenizatien/Definitions Rule
— Final Rule May 2016

**Dates are tentative, {@|:



Definitions Rule

e EAR and ITAR amendments published
concurrently June 3, 2015 (80 FR 31505 and 80
FR 31525, respectively)

e Comment period closed August 3, 2015.
comments on proposed rulemaking located at:

http://efoia.bis.doc.gov/index.php/electronic-
foia/index-of-documents

* Final Rule to be published by June 2016

* Largely retains scope of controls but streamlines
and clarifies |




Activities that are Not Exports,
Reexports, or Transfers — New § 734.18

* Sending, taking, or storing unclassified “technology” or
“software” that is:

— Secured using ‘end-to-end encryption’

— Compliant with Federal Information Processing
Standards Publication 140-2 (FIPS 140-2),
supplemented by controls that are in accordance
with U.S. National Institute for Standards and
Technology guidance, or other similarly effective
cryptographic means (ITAR proposes mandating FIPS
140-2)

— Not stored in a country listed in Country Group D:5
or in the Russian Federation




Activities that are Not Deemed
Reexports — New § 734.20

* Proposes to codify current website guidance, reflects
§§ 124.16 and 126.18 of the ITAR

 Release not a deemed reexport if:

— Entity is authorized to receive the “technology” or “source

code” at issue, whether by a license, license exception, or
NLR, and

— Entity is certain foreign national’s most recent country of
citizenship or permanent residency is that of a country to
which export from the U.S. of the “technology” or “source
code” at issue would be authorized by the EAR either
under a license exception, or NLR

http://www.bis.doc.gov/index.php/policy-guidance/deemed-
exports/deemed-reexport-guidancel




Reluctance to Use License
Exception STA (or other LEs)

* From January 2015 to September 2015 over 4000
license applications were received that were
eligible for export under LE STA.

— Perception that chain of custody requirements too
difficult

— Preference to have a license authorization
— Unaware of availability of LE STA
— Unsure of how LE STA works

e Results in unnecessary delay in export
authorization

e Possible restrictive license conditions
 Worst case: license may be rejected




License Exception STA (§ 740.20)
(for all items subject to the EAR)

Requirements for all items subject to the EAR:
e ECCN must authorize

e All reasons for control that apply to the transaction
must be authorized to use STA

— NS, CB, NP, RS, CC, SI: Country Group A:5 (§ 740.20(c)(1))

e Argentina, Australia, Austria, Belgium, Bulgaria, Canada, Croatia,
Czech Republic, Denmark, Estonia, Finland, France, Germany,
Greece, Hungary, Iceland, Ireland, Italy, Japan, Latvia, Lithuania,
Luxembourg, Netherlands, New Zealand, Norway, Poland,
Portugal, Romania, Slovakia, Slovenia, South Korea, Spain, Sweden,
Switzerland, Turkey, and United Kingdom

— NS only: Country Group A:6 (§ 740.20(c)(2)) [NOT available
for 600 series items]

e Albania, Hong Kong, India, Israel, Malta, Singapore, South Africa, &
Taiwan L

Note: countries that cannot receive items under STA may still be able to use STA to reexport to STA-eligible destinations.




License Exception STA
(for 600 series items)

e License Exception STA: additional
requirements for 600 series items only
— For ultimate end user that is the USG or

government of country in Country Group A:5
(“STA-36” countries);

— For development, production, or servicing of an
item in A:5 or the United States that is:

e Ultimately to be used by the USG or government of
country in Country Group A:5; or

e Sent to a person in the United States; or
— |f USG has otherwise authorized its use.




License Exception STA
(for 600 series items)

e License Exception STA: additional
requirements for 600 series items only

— Non-U.S. parties must have been previously
approved on a State or Commerce license

— Consignee statement must also address ultimate
end user restrictions for 600 series items and
agree to end use check

— Eligibility request required for end items in
0A606.a, 8A609.a, 8A620.a or .b, or 9A610.a




License Exception STA
(for 9x515 items)

e 9x515 generally eligible for STA for Country Group
A:5
— Unlike 600 series, ultimate government end use is not
required

— Prior Consignee Statement requirements generally the
same as for non-600 series items, but statement must
allow for USG end-use check

— Certain spacecraft in 9A515.a require eligibility
request

— Software in 9D515.b, .d, or .e and technology in
9E515.b, .d, or .e are not eligible for STA




License Exception STA

_ 600 Series Items 9x515 Items Other EAR Items

Ultimate government end RS
use required?

Always limited to Country RS Yes No
Group A:5?

Eligibility request Yes, for end items  Yes, for certain No
required? in 0A606.3, spacecraft in

8A609.a, 8A620.a 9A515.a

or .b, or 9A610.a

Must the foreign parties Yes No No

have been on a previously
approved license?

Does Prior Consignee Yes, if the Yes, if the No
Statement require consignee is not consignee is not

T EE e R G VRS the government the government
end-use check? of an A:5 country  of an A:5 country




License Exception STA
(for all items subject to the EAR)

Exporter/ Consignee
Reexporter

Provide ECCN(s) to
Consignee

Provide Consignee
Statement to ‘
Exporter/Reexporter

Obtain Consignee
Statement

Notify consignee that
shipment (or specific
items within a shipment)
is (are) under STA

Keep records showing
which shipments belong
to each consignee
statement

Maintain Consighee
Statement and records
pertaining to subsequent
reexport or transfer

Consignee Statement - Five Points

*  Aware that items are to be
shipped under STA

*  Been informed of ECCN by

* No subsequent License
Exception APR (a) or (b)
shipments

* Agrees not to ship or transfer in
violation of EAR

* Agrees to provide documents to
USG upon request




GOV - Governments (§ 740.11)

e Authorizes certain exports and reexports for
personnel and agencies of U.S. Government,
including contractor support personnel

— Includes authorization for shipments by or on behalf
of U.S. Government — generally requires written
authorization from head of responsible agency

— Includes authorization for U.S. Department of
Defense-directed shipments (corresponds to ITAR §§
125.4(b)(1), 125.4(b)(3), and 126.6(a))

— Also remember this applies to deemed exports and
deemed reexports




GOV - Governments (§ 740.11)

e Authorizes certain exports and reexports for
Cooperating Governments and NATO
— Generally applies to agencies of the national

governments of countries in Country Group A:1 as
well as Hong Kong, Singapore, and Taiwan

— 600 series limited to Country Group A:5

— Items subject to the EAR may be used by certain
Cooperating Governments and NATO agencies for
military purposes, regardless of territorial location




TSU - Technology and Software
Unrestricted (§ 740.13)

e Various technology and software, including
minimum necessary for operation of lawfully
exported items

 Technical data supporting a prospective or actual
qguotation, bid, or offer

— Must not disclose the detailed design, production, or
manufacturing technology
 Authorizes release of technology and source code
in the U.S. by U.S. universities to their bonafide
and full time regular employees.




Regimes: Wassenaar Arrangement

e Significant changes made in WA 2014 Rule published May 21,
2015:

_ Introduction of controls related to spacecraft (ECCN 9A003)

_Addition of controls on laser fibers and related components (ECCNs 6C005
& 6A005)

_ Modification of control parameters for machine tools (ECCN 2B001)
_ Modernization of optics controls (ECCN 6A004)

- Decontrol of limited range and performance unmanned aerial vehicles
(ECCN 9A012)

- Relaxation of controls for certain equipment and software with encryption
limited to Operations, Administration or Maintenance functions (ECCN
5A002 & 5D002)




Wassenaar Arrangement

In CY-15 WA considered over 70 proposals to expand/relax/clarify
controls on items in all categories.

December 2015 Plenary changes to be reflected in this years WA
update to the EAR:

- Modernization of controls on certain energetic materials and explosives
_ Relaxation of control on certain hydraulic fluids and fluorinated compounds
_ Editorial corrections to a number of definitions and control list entries

- Relaxation of controls on dry etching equipment for integrated circuit
fabrication

_ Update of controls on aircraft technology and software

_ Revisions to electronics controls on ADC & DAC integrated circuits




Missile Technology Control Regime

 Indian membership being discussed at this week’s RPOC.

e 2015 MTCR Plenary Revisions published April 4, 2016

_ One major and several minor changes were made to the Annex.

_ New language created definitions for fiber/tow placement
machines and tape laying machines based on the width of
material the machine can lay

0mm 25.4 mm 304.8 mm
F;::g{ntzm Tape laying Not controlled
pmachine machine (>304.8 mm)

(< 25.4 mm) (>25.4 mm,

<304.8 mm)




Nuclear Suppliers Group

No material changes in 2015
2016 Plenary to be held in South Korea

Indian membership still a topic of
discussion

Review of machine tool controls still under
review, should be resolved in 2016 and
result in major changes

— Change of control parameter from position
accuracy to unidirectional repeatability




Country Developments

 Country licensing policy under the EAR is primarily in
Part 746

— Cuba §746.2

— N. Korea §746.4

— Russia §746.5 & §746.6
— Iran §746.7

— Syria §746.9

— Sudan §742.10

e Country specific military end use controls for China, Russia and
Venezuela in EAR Part 744.21




Country Developments: Cuba

e On December 17, 2014, the President announced Cuba policy
changes intended to support the ability of the Cuban people
to gain greater control over their own lives and determine
their country’s future

e Since then, BIS has published five amendments to the Export
Administration Regulations (EAR) regarding exports and
reexports to the island




Cuba

Cuba: Providing Support for the Cuban People
(January 16, 2015; 80 FR 2286)

e Created License Exception Support for the Cuban People
(SCP) (§ 740.21)

— Private sector
— Civil society
— Communications

 Expanded License Exceptions Consumer Communications
Devices (CCD) (§ 740.19) and Gift Parcels and Humanitarian
Donations (GFT) (§ 740.12)

* Created environmental protection licensing policy
(§ 746.2(b)(5))




Cuba

Cuba: Implementing Rescission of State Sponsor of
Terrorism Designation (July 22, 2015; 80 FR 43314)

e Removed Cuba from Country Group E:1, while
retaining it in E:2
— Increased general de minimis level to 25%

— Expanded eligibility for certain license exceptions,
including License Exception Aircraft, Vessels and Spacecraft
(AVS) (§ 740.15) for private aircraft on temporary sojourn

e Removed anti-terrorism (AT) controls

 Maintained license requirement for exports and
reexports of all items subject to the EAR unless
authorized by license exception (§ 746.2(a))




Cuba

Enhancing Support for the Cuban People
(September 21, 2015; 80 FR 56898)

Expanded License Exception SCP
— Physical presence

— Temporary exports and reexports
— Software development

Expanded License Exception AVS for certain
temporary sojourns of vessels and aircraft

Created civil aviation safety licensing policy
(§ 746.2(b)(6))

Revised deemed export and deemed reexport licensgama:

requirements (§ 746.2(a)(2))



Cuba

Cuba Licensing Policy Revisions
(January 27, 2016; 81 FR 4580)

Revised telecommunications, civil society, U.S. news bureau,
agricultural items, and civil aviation safety licensing policies
(§ 746.2(b)(2))

— General policy of approval
Established case-by-case licensing policy for items to meet the
needs of the Cuban people (§ 746.2(b)(3)), such as items for:*

— Agricultural production; education; disaster preparedness, relief and
response; public health and sanitation; and public transportation

— Wholesale and retail distribution for domestic consumption by the Cuban
people

— Construction of infrastructure that directly benefits the Cuban people

* General policy of denial applies to items for use by parties that primarily ==
generate revenue for the state



Cuba

Cuba: Revisions to License Exceptions and
Licensing Policy (March 16, 2016; 81 Fr 13972)

 Expanded License Exception AVS for intransit
cargo

e Revised License Exception SCP for physical and
pusiness presence in Cuba

e Revised case-by-case licensing policy to
include items that will enable or facilitate
export from Cuba of items produced by the
private sector




Iran

e BIS maintains license requirements in the EAR for exports and
reexports of certain items subject to the EAR to Iran.

e The Treasury Department’s Office of Foreign Assets Control
(OFAC) administers a comprehensive trade and investment
embargo against Iran. Currently all sanctions on Iran remain
in place.

— Exports and reexports of items subject to the EAR (including EAR 99) by U.S.
Persons requires OFAC authorization.

— Reexports of items on the CCL (i.e., not EAR 99) by non-U.S. persons requires
OFAC authorization

* |f you receive a license from OFAC for export or reexport of
items subject to the EAR, you do not need to obtain a BIS
license for the same transaction (EAR Section 746.7(2)).***




Iran

e The Joint Comprehensive Plan of Action (JCPOA) provides phased
sanctions relief upon verification by the International Atomic
Energy Agency (IAEA) that Iran has implemented key nuclear-
related measures.

 There will be little change in licensing policy under the EAR.

* Please refer to OFAC’s website at
http://www.treasury.gov/resource-
center/sanctions/Programs/pages/iran.aspx for information about
the JCPOA and for guidance about license requirements for, and
restrictions on, exporting or reexporting items subject to the EAR
to Iran.




Russia Sanctions: OVERVIEW

Sanctions imposed in response to:
— Russia military intervention in Ukraine & annexation of Crimea
— Undermining democratic process in Ukraine
— Threatening Ukraine’s stability/territorial integrity
— Misappropriation of Ukraine’s state assets

OFAC

— Specially Designated Nationals - “blocks” assets and property; U.S.
persons prohibited from engaging in all transactions with SDNs

— Sectoral Sanctions Identifications List - targets financial activities with
entities in Russian financial, energy & defense sectors; restrict exports

to certain oil exploration/production (E&P) projects involving certain
Russian entities

— Crimea sanctions — targets new investment, imports from and exports
to Crimea region

BIS

— EAR § 746.5 — Russia sector sanctions
— EAR § 746.6 — Crimea region sanctions

— EAR § 744.21 — Russia military end-uses and end users



Russia Sanctions: EAR § 746.5

e License requirement for export, reexport and in-
country transfer of:
— Schedule B items in Supp. No. 2 to Part 746

— ECCNs 0A998, 1C992, 3A229, 3A231, 3A232, 6AQ9
8A992, 8D999

For the following projects:
— Deepwater,
— Arctic offshore,
— Shale, OR

— when unable to determine whether item will be used in
such projects

License review policy is presumption of denial and no license
exceptions except GOV




CRIMEA Sanctions: EAR § 746.6

e License requirement for export, reexport and
transfer within Crimea region of Ukraine of

* any item subject to the EAR; exceptions for
EAR99 food and medicine, and

 EAR99 or 5D992.c software for the exchange
of personal communications

License review policy is presumption of denial but case-
by-case for items authorized under OFAC General
License No. 4

License exception TMP, GOV, GFT, TSU, BAG,
and AVS available




Military end-use/user: EAR § 744.21

e License requirement for certain categories of
items subject to the EAR if, at the time of export,
reexport or in-country transfer, you know, have
reason to know, or are informed by BIS that the
item is intended, entirely or in part, for a
“military end-use” or “military end-user” in
Russia

— License review policy is denial if the item would make
a material contribution to the military capabilities of
Russia, and would result in advancing Russia’s military
activities contrary to U.S. national security interests;
no license exceptions are available except GOV.




Miscellaneous Topics

e 3-D Manufacturing tools are not controlled on the CCL

— Remember production and development technology is (e.g.,
aircraft engine hot section, pathogens, etc.)

* Entity List
e Fundamental Research




Entity List Part 744 (Supplement 4)

In 2015 there were eight revisions to the Entity List
published in the Federal Register.

— 83 added (including Russia sanctions); 7 removals; 10
modifications

In 2016, there have been three revisions published
— 56 added; 14 removals; 3 modifications

License requirement for export, reexport, and in-country
transfer of items subject to the EAR

Pay close attention to the scope of the license
requirement:

— Allitems subject to the EAR including EAR 99; OR,
— Allitems subject to the EAR other than EAR 99; OR,

— Only for end-use in projects specified in 746.5 (Russia
Sanctions)




The Universe of Research

Results of research published:
Publicly available (e.g., Fundamental Research)

technologies i
(Not Subjec?to the EAR) (Not Subject to the EAR)

INPUT OUTPUT

Results of research

controlled technologies (Subject to the EAR)
(Subject to the EAR)




A Case Study: H5N1 Dual Use Research of Concern

INPUT

Publicly available
technologies

Basic Science
Results intended to
be published
Educational
Previously published
research

(Not Subject to

the EAR)

Research

Foreign
National

Researchers in
the U.S

Collaboration
Offshore

Research
Results

submitted for
publication

Results of research published
(Not Subject to the EAR)

Concerns
Resolved

OUTPUT

Concern Raised by NSABB
Results of research voluntarily
withheld from publication
(Subject to the EAR) Licenses
iIssued to facilitate discussion with
WHO officials in Europe and in
U.S.




H5N1 Dual Use Research of Concern
Outcomes

e Greater sensitivity to export control
requirements for USG sponsors of domestic
research

e Establishment of a USG Policy for Oversight of
Life Science Dual Use Research of Concern:

www.phe.gov/s3/dualuse/documents/us-policy-durc-032812.pdf
e Establishment of an Institutional Policy for
Oversight of Life Science Dual Use Research of

Concern: www.phe.gov/s3/dualuse/Documents/durc-
policy.pdf
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