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Overview

• 41 CFR 109 High Risk Property
– Definition
– Responsibilities

• DOE Order 580.1A and the NNSA OPMO High Risk 
Clarification Memo dated 02.25.16
– Impacts
– Implementation

• SNL’s High Risk Property Program
– Policy and Procedures
– Forms and Tools



What is High Risk Property?
• Property that, because of its potential impact on public health 

and safety, the environment, national security interests, or 
proliferation concerns, must be controlled, and disposed of in 
other than the routine manner. – 41 CFR 109-1.100-5

National Security 
& Nonproliferation

Environment, 
Safety, & Health

Records & 
Information

•Proliferation Sensitive
•Especially Designed or Prepared
•Nuclear Weapon Components or 
Weapon-like Components

•Special Nuclear Material
•Export Controlled Property

•Hazardous Property
•Radioactive Property

•Automatic Data Processing Equipment
•Export Controlled Information
•Unclassified Controlled Nuclear 
Information
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Management of High Risk
Personal Property

• 41 CFR 109-1.53 is intended to ensure that the 
disposition of these four categories of high risk does 
not adversely affect U.S. national security or nuclear 
non-proliferation objectives.



Property Management High Risk 
Property Categories

• The additional six categories of high risk are 
controlled by other DOE Departmental elements.
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•Proliferation Sensitive
•Especially Designed or Prepared
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Weapon-like Components
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•Automatic Data Processing Equipment
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Regulatory Hierarchy
• Provided by NNSA for personal property management:

1
• 41 CFR 109

• Department of Energy Property Management Regulations

2
• 48 CFR 1

• Federal Acquisition Regulations (FAR) 

3
• 48 CFR 9

• Department of Energy Acquisition Regulations (DEAR)

4
• DOE O 580.1A

• Department of Energy Personal Property Management 
Program



DOE Order 580.1A

National Security 
& Nonproliferation

Environment, 
Safety, & Health

Records & 
Information

•Proliferation Sensitive
•Especially Designed or Prepared
•Nuclear Weapon Components or 
Weapon-like Components

•Special Nuclear Material
•Export Controlled Property

•Hazardous Property
•Radioactive Property
•+ Firearms, Ammunition, 
Pyrotechnics, and Explosives

•Automatic Data Processing 
Equipment

•Export Controlled Information
•Unclassified Controlled Nuclear 
Information



OPMO Memo and SNL
Implementation Plan

• NNSA OPMO provided a clarification memo for 580.1A 
CRD high risk property implementation:

• SNL’s Implementation Plan addresses how the intent will 
be met without increasing requirements or costs. 

Control
Of Categories

Some high risk is 
controlled by other 

life cycle 
management 

programs.

Identify
If Practical

As early in life 
cycle as feasible, 
with final review 

before disposition. 

Evaluate
For Export Control

Conduct reviews 
when subject to 

disposition 
activities.



SNL’s High Risk Property Program
• 2012 presentation by a DOE panel of experts 

recommended:

• SNL used this DOE methodology to develop two 
categories of high risk:

Non-releasable

• Especially Designed or 
Prepared

• Nuclear Weapon 
Components

• U.S. Munitions List

Controlled-
releasable

• Export Controlled
• Defense articles not 

specially designed

Consistency 
with 41 CFR 

109

Graded 
approach 
based on 
assessed 

risk

High Risk 
Property 

Management 
& Control



High Risk Category Guide



Acquisition and Useful Life
• SNL policies and business practices address these areas:

Identify
Accountable 

property

Control
Owning organization

Review
Storage & site visits

Inform
Established & 

emerging threats

Train
High Risk 

Awareness

Question
Obtain additional 

information



High Risk Questionnaire



Disposition
• In no case shall property be transferred or disposed 

unless it receives a high risk assessment and is 
handled accordingly. ─ 41 CFR 109-1.5302 Return

Trip Ticket
Section for   
specific   
information on   
high risk items

Represent
Consultation
Ensure correct 
disposition of 
classified or 
hazardous



Disposition (cont.)
• No screening of non-releasable high risk.
Review
Robust Process
Visual reviews    
and segregation    
of non-releasable 
high risk

Release
Export Control
Export Restriction 
Notice goes with   
all controlled-
releasable



Export Restriction Notice
The use, disposition, export and reexport of this property are subject to 
all applicable U.S. laws and regulations, including the Atomic Energy Act 
of 1954, as amended; the Arms Export Control Act (22 U.S.C. 2751 et 
seq.); the Export Administration Act of 1979 (560 U.S.C. Append 2401 et 
seq.); Assistance to Foreign Atomic Energy Activities (10 CFR part 810); 
Export and Import of Nuclear Equipment and Material (10 CFR part 110); 
International Traffic in Arms Regulations (22 CFR Parts 120 et seq.); 
Export Administration Regulations (15 CFR part 730 et seq.); Foreign 
Assets Control Regulations (31 CFR parts 500 et seq.); and the 
Espionage Act (37 U.S.C. 791 et seq.) which among other things prohibit:

a. The making of false statements and concealment of any 
material information regarding the use or disposition, export or reexport
of the property; and

b. Any use or disposition, export or reexport of the property which 
is not authorized in accordance with the provisions of this agreement.

─ 41 CFR 109-1.5303





High Risk Program Take-Aways
• Regulatory hierarchy
• Graded approach to control, based on risk
• Export control evaluations are done at disposition
• Property is not released without a high risk review by 

qualified personnel
• Non-releasable high risk property is not screened, 

and is destroyed
• Controlled-releasable high risk can be released 

domestically to U.S. Citizens with an Export 
Restriction Notice

• Good policies, procedures, and tools ensure an 
effective program


