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The Purpose of This Presentation is to…

Announce our Laboratory’s imminent public release of the newly 
implemented “USE Technology Database” as a licensed software 
package available to aid in the review of foreign national visitor and 
assignee export control liabilities.

Demonstrate how the LLNL “USE Technology Database” operates 
and is updated.

Provide an initial trial copy of the database to ECCO members for 
their limited use (30 days) along with information on “purchasing” 
in the future. 



UNCLASSIFIED

UNCLASSIFIED
Export Control  6/28/07
EC-2007-1018  pg. 3

Office of Classification
and Export Control 

Previously…  we addressed the NDA Act of 2000’s requirement for 
yearly reports on technology export policies.

In March, 2004 the DOC’s Office of Inspector General (OIG) issued a Final 
Inspection Report  “Deemed Export Controls May Not Stop the Transfer of 
Sensitive Technology to Foreign Nationals in the U.S.” Among it’s 
recommendations to BIS:  

Modify the definition of “use” in the EAR to an or list  (i.e. “…operation, 
installation, maintenance, repair, overhaul and refurbishing…”) 

Ensure the academic, industrial, and Federal communities are “better informed” 
on the requirements for licensing deemed exports associated with equipment use  
“…even if the research conducted with that equipment is fundamental.”  

Change the licensing criteria to include the consideration of a foreign nationals’ 
country-of-origin.
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DOE’s Response…

DOE issued Order O 142.3   “Unclassified Foreign Visits and Assignments”
on   6/18/04.   Section 4.F.1.b  and subsequent areas related to specific use 
reiterated “SMEs (Subject Matter Experts) will review requests for foreign 
national visits and assignments when required… (to) include… Export control 
determination of export license requirements and technology transfer…”

This was supposed to further support the one page information sheet issued as a 
supplement to “DOE Guidelines on Export Control and Nonproliferation”
issued 07/99  which states “…Proper identification of sensitive subjects is 
essential to determine whether an export license is required… to transfer export-
controlled technology to a foreign national within the U.S. as a “deemed export.”
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Reviews at LLNL under the Visitor Tracking System (VTS)

Current Export Control and Sensitive Subjects reviews are largely based on a single 
narrative description provided by a foreign national’s assigned Host in the space 
provided by the open field “Purpose and Justification of Visit/Assignment.”

Considered in light of other supporting factual data  (i.e. visa status, citizenships, 
country of origin, project area, duration of visit or assignment, etc.)  an initial 
determination is made whether to request further detail from the Host to support a more 
accurate licensing assessment .  

We have found that the information most often lacking relates to describing the actual 
equipment/machine access and use resulting in much additional time-consuming 
dialogue between the Host and our offices’ reviewers.
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On Further Review…

…And after intense work by William Fritchie, we have developed a new tool to assist the 
process;  a pull-down menu which step-by-step guides the Host in accurately describing 
the technology areas involving the operation, installation, maintenance and/or repair of 
equipment expected to be used by, or readily accessible to, the foreign national during 
their work assignment.  

The end product is a list of ECCN Commerce Control List designators specific to the 
country involved which is then appended to the usual narrative work description 
section.

While obviously not all-inclusive when considered over a long assignment, this 
represents an important step toward identifying the major “use” areas which may be of 
concern, and provides our Subject Matter Experts with a firm starting point for additional 
inquiry if necessary.
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For Hosts/Users: an explanation of the “Categories” purpose…

Technology Categories Relating To The Use of Equipment

“The information you provide will be screened by Export Control specialists to determine 
if there is a need for further review regarding use of the technology listed and regulatory 
restrictions. In almost all cases, no further action will be required. If further action is 
required, the office of Classification and Export Control will provide the means for 
obtaining any necessary license or exemption documentation required for allowing the 
Visit/Assignment to continue as planned.

It is equally important to remember that foreign nationals holding the visa status of 
Lawful Permanent Resident (LPR) are considered US Persons and - like US Citizens -
exempt from export control restrictions. This is why it is unnecessary to complete this 
section of the form for those individuals.”
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For Hosts/Users…  (cont.)

“Besides the more commonly known transfer of a physical commodity, an export may be 
deemed to have taken place when an item’s technical information or technology is 
released to a foreign national in the United States during use. Identifying such “Deemed 
Exports” of technology is an important part of the Laboratory’s adherence to US export 
control requirements.

The term “technology” used by export control agencies is usually defined as “…specific 
information necessary for the design, production or use of a product…” Based on this, we 
are obligated to look closely at the specific criteria surrounding the “use” of certain 
technical equipment we know to be export controlled to certain countries (and, by 
extension, their citizens).

It is important to remember that the actual use of equipment by a foreign national is not
controlled, rather, it is the transfer of technology related to the use of that equipment 
which may be controlled.
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Limitations

• The USE Technology Database is current as of the date of distribution.
The user must ensure updates are entered into the database via the supplied 
database Maintenance pages.  A special administrator account is provided in 
the database for this purpose that is not accessible to other users.  The data 
can be obtained from the Department of Commerce / Bureau of Industry and 
Security’s Export Administration Regulations web site: 
http://www.access.gpo.gov/bis/ear/ear_data.html

• The USE Technology Database does not address controls applicable to 
Foreign Nationals from Embargoed and/or Terrorist Supporting Countries, to 
wit:  Cuba, Iran, North Korea, Sudan and Syria.  In these cases, a full 
export control review by the user’s Legal / Export Control department is 
recommended.
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Limitations

• THIS IS A LIMITED-PERIOD DEMONSTRATION VERSION.
Full database operation and maintenance are permitted during 

the demonstration period of 30 days or 300 log ins.  After the 
demonstration period has ended, you will no longer be able to use the 
database.  A licensed version is expected to be available in 
September, 2007.  See section in ReadMe “How to Contact Us” for 
information on licensing.

• Separate pricing for non-government purchasers (universities, 
commercial operations) is currently under review for September’s 
release. 
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Computer Requirements

Macintosh

Macintosh computer with a PowerPC G3, G4, G5 processor or Intel processor  /  
256MB of RAM  /  CD or DVD drive and hard disk drive  /  Macintosh OS X 
(10.3.9 or greater) for PowerPC processors  /  Macintosh OS X (10.4.5 or 
greater) for Intel processors

Windows

Pentium III 500 MHz or higher  /  256MB of RAM  /  CD or DVD drive and hard 
disk drive  /  SVGA (800x600) or higher resolution video adapter and display  /
Windows 2000 (Service Pack 4) or  Windows XP Professional Edition (Service 
Pack 2)
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System Requirements

The USE Technology Database is a FileMaker Pro 8.0/8.5 database 
application that may be used in several possible configurations:

Single-user application Installed directly on Windows or Mac OS X desktop, 
laptop, or tablet computers.  FileMaker Pro 8.0 or greater is required (8.5 
recommended).  See below for computer requirements.

Multi-user FileMaker client application Requires a networked host computer 
running FileMaker Pro 8.0 or greater (supports up to 5 users) or FileMaker Server 
8 [version 8.0v4 or later]  (supports up to 250 users).    All database users will 
need FileMaker Pro 8.0/8.5 installed on their computers.
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System Requirements

Multi-user web browser client application Requires a networked host 
computer running FileMaker Pro 8.5 (supports up to 5 concurrent web users) or 
FileMaker Server 8 Advanced [version 8.0v4 or later] (supports up to 100 
concurrent web users).  Web users do not need to have FileMaker Pro installed 
to access the database. See below for web browser compatibility requirements.

A free, 30-day trial version of FileMaker Pro 8.5 may be downloaded 
from FileMaker Inc. at the following web site:  
http://www.filemakertrial.com/
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Browser Requirements

Macintosh OS X

Safari 1.3 or later (Mac OS X 10.3.x)

Safari 2.0 (Mac OS X 10.4.x)

Firefox 1.x

Note:  Mozilla 1.7.x and Netscape 6/7 are not compatible (i.e. checked boxes 
do not display)

Windows XP or Windows 2000

Internet Explorer 6 and later

Firefox 1.x
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Maintaining the Database

For database administrator privilege users, the database opens to the database 
maintenance menu.  From this menu, the administrator privilege user can view and 
update the two internal data tables that hold the information on countries, license 
controls, and technology controls.  The menu choices and their functions are
described below:

Menu Button:  Country & License Controls Matrix – Maintenance View

Menu Button:  Technology Controls List – Maintenance View

Menu Button:  Use the Database – Go to the ‘Welcome’ Page

Menu Button:  ‘Return to’ URL upon Web User exit from the database
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Free 30-Day Demonstration Access

LLNL’s “USE Technology Database” will be available at no cost to qualifying U.S. 
Government Agencies exclusively through the LLNL “Industrial Partnerships and 
Commercialization”  (IPAC)  web site:

http://www.llnl.gov/IPandC/technology/software/index.php

To access:

1. Click in Menu on “Software Available for Licensing”

2. Click on “Other Applications”

3. Optional: Click on “Free 30-day trial of Filemaker Pro 8.5”

4. Click on “USE Technology Database Download”
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Questions? Problems?  Points of Contact…

For questions, comments, or further information on Licensing:

Industrial Partnerships and Commercialization, End User Licensing

Lawrence Livermore National Laboratory

E-Mail: softwarelicensing@lists.llnl.gov

Main Phone:  (925) 422-6416     FAX:  (925) 423-8988

Software/Installation support : James Branum (925) 422-6766

ECCN Content: William Fritchie (925) 422-4406


