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Who 1s OFAC

Office of Foreign Assets Control (OFAC)
U.S. Department of the Treasury

OFAC administers and enforces economic and
trade sanctions against targeted:

Foreign governments (e.g. Iran, Sudan, Cuba)
Individuals (e.g. terrorists, narcotics traffickers)

Entities (e.g. drug front companies, charities
linked to terrorist groups)

Practices (e.g. trade in non-certified rough
diamonds, proliferation of WMD)
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Who 1s OFAC?

Sanctions vs. Export Controls

Sanctions

Comprehensive use of U.S.
economic force based on
foreign policy goals

Blocked assets and
restrictions on trade and
financial transactions

Used against specific targets
and their agents

OFAC expertise 1s financial

Jurisdiction 1s U.S. persons
and citizens

Export Controls

Aimed at controlling the
dissemination of dual use
products and technology to
destinations and end users
throughout the world

BIS expertise includes
engineering and product
knowledge used for product
classification

Jurisdiction U.S. persons as
well as goods and
technology
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_egal Authority - Statutes

* Trading with the Enemy Act (“TWEA™)
(50 U.S.C. app. § § 1-44)

* Primary legal authority for Cuba program




_egal Authority - Statutes

 International Emergency Economic Powers Act
(“IEEPA”) (50 U.S.C. § § 1701-06)

— Primary legal authority for all non-TWEA
programs




_egal Authority - Statutes

OTHER STATUTES:

« Antiterrorism and Effective Death Penalty Act

8 U.S.C. 219, 18 U.S.C. 2332d and 18 U.S.C. 2339b
« Foreign Narcotics Kingpin Designation Act

Pub. L No. 106-120, tit. VIIT Stat 1606, 1626-1636

« Syria Accountability and Lebanese Sovereignty Restoration Act

Pub. L No. 108-175

IMPLEMENTATION AUTHORITIES:
e Title 31 U.S. Code of Federal Regulations, Chapter V

e Various Executive Orders

e
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_egal Authority - Jurisdiction: Individuals

e American citizens and permanent resident aliens located
anywhere 1n the world

* Any individual, regardless of citizenship, who is
physically located in the United States




_egal Authority - Jurisdiction: Businesses

¢ Under the International Emergency Economic Powers
Act (IEEPA) programs:

» Corporations organized under U.S. law, including
foreign branches of U.S. companies

Any corporation or company physically located 1n the
United States, including U.S. branches, agencies and
representative offices of foreign corporations

|
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_egal Authority - Jurisdiction: Businesses

¢ Under Trading With the Enemy Act (TWEA) programs
(Cuba):

* Corporations organized under U.S. law, including
foreign branches and foreign-organized subsidiaries of
U.S. companies

* Any corporation or company physically located in the
United States, including U.S. branches, agencies and
representative offices of foreign corporations
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Sanctions Programs

Comprehensive Programs Regime-Based Programs

Cuba Balkans
lran Belarus
Sudan Cote D’lvoire

Anti-Terrorism Dem. Republic of the
Counter Narcotics Trafficking Congo

Non-Proliferation (WMD) Former Liberian Regime

of Charles Taylor
Limited Programs Zimbabwe

Burma (Myanmar)
North Korea

Syria http://www.treas.gov/offices/enforcement/ofac/programs/index.sh

|
Diamond Tradingm
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OFAC Website: Sanctions Programs

HOME CONTACT US SITE IMDEX FAQ

TNITEDN STATES
DEPARTMENT or
e TREASURY

FEECOREIGN=ASSETS=CONTROL

Office of Foreign Assets Control

MISSION AMSWERS TO
YOUR

3 . The Office of Fareign Assets Cantrol COFAC™ of the US QUESTIONS

Direct Links Departrment of the Treasury administers and enfarces ecanomic

HKey Topics and trade sanctions based on WS fareign policy and national Contact Us

Press Room security goals against targeted foreign countries and regimes, Site Map

Aboul Treasury terrarists, international narcotics traffickers, those engaged in Freauently Asked
activities related ta the proliferation ofweapons of mass _q_ﬁlr—t:!uestinns
destruction, and other threats to the national secuarity, foreign policy ————————
or econaory of the United States. OFAC acts under Presidential QFAC Training and

national ermerdgency powers, as well as authority granted by specific Seminars
leqislation, to impose controls on transactions and freeze assets
under S jurisdiction. {more)

Sanctions Programs: Country . LATEST
UL OFAC News and Guidance UPDATES!

Specially Designated Recent OFAC Actions SDN List Updated:

FEesources

Mationals List (S0 Listh | 05/20/2009 |
. . . OFAL
Anti-terrorism sanctions DOFAC Forms ELECTRONIC
SERYICES

Mon-proliferation Sanctions QFAC Guidance by Industhy

DFAC electronic filing

systems
Marcotics Trafficking Sanctions Civil Penalties Actions and 2 )
ERRESE S Enforcerment Inforrmation & subscribe to
Education QFAC e-rnail and
Site Policies and Notices Cuba Sanctions Interpretative Rulings on OFAC — ESS nofiication
- F"I:Ilil:'_"_' SENICES

Other OFAC Sanctions QOFAC Legal Library
Programs

~—WFAC
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OFAC Website: Sanctions Programs

—
£ - Program Program Last
&ﬁ COFAC Country Sanctions Programs Abbreviation Updated:

Balkans Sanctions [BALEAMS] o3ro4yz2008

Hey Topics
Press Room Belarus Sanctions [BELARLIS] Oaf2172009
About Treasury

Burma Sanctions [B LR MA] o1M az2009

Cote d'lvaire {vary Coasth Sanctions [ZOTED] 04/ 272009

Cuba Sanctions [CLIBA] 0311852009

Democratic Republic afthe Congo Sanctions [DRCOMGO] 052872009
[IRAM] 0142252008
Irag Sanctions [IRAC] 09 62008

Former Liberian Regime of Sharles Taylor
Sanctions

[LIBERIA] 05232007

Morth Korea Sanctions [MORTH KOREA] OBZ2EZ2008

[SLIDAMN]

Sudan Sanctions [DARFUR]

Oar2arn0g
Bureaus Syria Sanctions [S%RIA] oymMoeons
Education

Fimbabwe Sanctions [ZIMBABWVWE] 11r2as200s
Site Policies and Notices

- . Program Program Last
@ OFAC List-Based Sanctions Programs Abbreviation Updated:

[SDGT]; [FTO],
[5DT]

Diamond Trading Sanctions MOME 052152008

Anti-Terrorism Sanctions Oaf2yaions

Coaunter Marcotics Trafficking Sanctions [SDMT] ; [SDMTI] Oaf2oyo0g

Mon-proliferation Sanctions [P D] OsM 202009

Persons Undermining The Sovareignty Of
Lebanon orlts Democratic Processes And [LEBARCM] 11i0sy2007
Institutions

OFAC
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OFAC Website: Sanctions Programs

TMNITE D STA T ES
DEPFPARTMENT orF
e TIREASURY

FOREIGN=ASSETSSCONTROL

RAM SANCTIOMN

search

News

Direct Links
Hey Topics
Press Room
About Treasury

= Backto Program Index

Get e-mail updates when this information chanaes.
Towiew ar print the POF content on this page, downfoad the free Adobe® AcrobalB Regde s

To whom do these sanctions regulations apphy?

All LS. persons and entities {campanies, non-profit groups, government agencies,
etc) wherever located.

What related guidance does OFAC have on these sanctions?

Sanctions Brochures

Orverviewy of Sanctions [&

Crverviewy of Sanctions fdexth

Sanctions Guidance
Guidance on Sponsorship of Conferences [F

License Application Guidelines [E - For Exports of Agricultural Commodities, Medicine,
and Medical Devices

Cuidance on Transshipments to lran (&
Staterment of Licensing Policy [E
Are L-Turn payvments for Iran still permitted ?

Bureaus
Education
e Po s and Notices

General Licenses
Iran General License (Mo, 13- Funds Transfers to lran for Humanitarian Relief®]

Iran General License (Mo, 1-a) - Funds Transfers to Iran for Hurmanitarian Relief after
March 25, 20040F]

Iran General License (Mo, 2y - guthorizing LS. persons who are employvees ar
contractors of six international organizations to perform transactions forthe conduct af
the official husiness of those organizations in or involving lran &

Interpretative Guidance

L)) OFAC
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OFAC Website: Sanctions Programs

What You Need To Know About U.S. Economic Sanctions

An overview of O.F.A.C. Regulations involving Sanctions against Iran

ranian Transactions Regulations - 31 C.F.R. Part 560

\s a result of Iran's support for international terrorism and its and 13059. The sanctions are administered by the U.S. Treasury
gressive actions against non-belligerent shipping in the Persian Gulf, Department’s Office of Foreign Assets Control ("OFAGCT).
Presicdent Reagan, on October 29, 1987, issued Executive Order
2613 imposing a new import ermbargo on lranian-origin goods and + IMPORTS FROM IRAN - Goods or services of lranian origin may no
services. Section 505 of the International Security and Development be imported into the United States, either directly or through third
ooperation Act of 1985 (“ISDCA™) was utilized as the statutory countries, with the following exceptions:
authority for the embargo which gave rise to the Iranian Transactions
Hegulations, Title 31, Part 560 of the U.S. Code of Federal Regulations a) Gifts valued at $100 or less;
he “ITH").

b)  Information or informational materials;
ffective March 16, 1995, as a result of Iranian sponsorship of
ternational terrorism and Iran’s active pursuit of weapons of mass
lestruction, President Clinton issued Executive Order 12957

c) Foodstuffs intended for human consumption that are

classified under chapters 2-23 of the Harmonized Tariff

'OFA
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Sanctions Programs - Comprehensive

¢ Current comprehensive sanctions programs:

Cuba
lran
Sudan

« See OFAC’s website for details on each of these
programs: www.treas.gov/ofac
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Sanctions Programs - Comprehensive

+ In general the following are prohibited under
comprehensive sanctions programs:

» Exports (direct or indirect)
 Imports (direct or indirect)
» Trade brokering, financing, or facilitation

* Any attempt to evade or avoid the sanctions

+ Applies to most goods, technology, and services

+ Limited exceptions may be licensable by OFAC, such
as agricultural goods or humanitarian items
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Sanctions Programs — Regime-Based

Zimbabwe

Blocks property of persons
undermining democratic processes or
Institutions in Zimbabwe (Robert

Mugabe, etc.). TV




Sanctions Programs — Regime-Based

Balkans/Yugoslavia

Blocks property of Milosevic
supporters and persons who threaten
International stabilization efforts in the

Western Balkans.




Sanctions Programs — Regime-Based

Belarus

Blocks property of persons
undermining democratic processes or
Institutions. Aimed at corrupt

members of the Government of
Belarus.




Sanctions Programs — Regime-Based

Iraq

New program blocks property of persons
threatening stabilization of Iraq, former
regime members and their families.

1990 Iragi Sanctions Regulations terminated,;
new transactions authorized; assets
previously blocked remain blocked; export
licensing authority transferred to BIS.

SAUDH RSIARIA




Sanctions Programs — Regime-Based

= LIBERIA =

Liberia

Blocks property of former Liberian President
Charles Taylor and his supporters and
persons who have undermined Liberia’s
transition to democracy.

Import of Liberian-origin timber is prohibited.

COTE 0rIVOME

~

Atlanitic Ocean

L) OFAC
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Sanctions Programs - Limited

North Korea

Goods of North Korean origin may not be imported
without authorization from OFAC.

Payment for unauthorized imports is prohibited.

June 19, 2000 amendments to the Foreign Assets
Control Regulations ended the ban on exports,
provided that any exports or re-exports to North
Korea are licensed or otherwise authorized by BIS.




Sanctions Programs - Limited

—MYANMAR,/ BURMA —

Burma/Myanmar

Exports to Burma are allowed.

Importation of items of Burmese origin is
prohibited.

Specific entities are blocked, all other
transactions are rejected due to the ban on
financial services.




Sanctions Programs - Limited

Syria
Ban on exports of US-origin goods (BIS).

Stop transactions related to terrorism.

Block assets of entities supporting terrorism,
pursuing WMD, and undermining
International stabilization and reconstruction
efforts in Iraq.




Sanctions Programs - Limited

= COTE D' IVOIRE

Cote d’Ivoire
Block property of individuals found to:
Threaten peace and national reconciliation efforts,

Supply armaments and military training to Cote
d’'lvoire, or

REINAFASD

Publicly incited violence and hatred in Cote

d’'lvoire. o
oire femw

aussoukra,

.ll.lrld|1r]'

Atfantic
Oecean Gulf of Guinea

) OFAC
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OFAC Website: Sanctions Programs

News
Direct Links
Hey Topics
Press Room Belarus Sanctions [BELARILIS] Os/2152009
About Treasury

Program Program Last

OFAC Country Sanctions Programs Abbreviation Updated:

Balkans Sanctions [BALEAMNS] 030452008

Burma Sanctions [BLURMA] o1 a2009

Cote d'lvoire (vory SCoasth Sanctions [COTED] o401 2009

Cuba Sanctions [LIBA] 02M12/2009

Democratic Bepublic of the Congo Sanctions  [DRCORGO] Oos2ai2009

Iran Sanctions [IRAM] o122 009
Irag Sanclions [IRAG] 09 62008

Former Liberian Begime of Charles Tavlar
Sanctions

[LIBERIA] 052352007

rlorth Kores Sanctions [MORTH KOREA]  OGZEZ2008

[SLIDARM] ;

Sudan Sanctions [DaRFUR]

Oai2 8200y
Bureaus - Svyria Sanctions [S%F1A] o7 oizoog
Education

Zimbabwe Sanctions [ZIMBABWVYE] 112sizons
Site Policies and Notices

Program Program Last

OFAC List-Based Sanctions Programs Abbreviation Updated:

[SDET] [FTO]
[50T]

Diamond Trading Sanctions MOME asr2152008

Anti-Terrarism Sanctions Oar2 a0y

Counter Marcotics Trafficking Sanctions [SDOMT]; [SDMTI] Oar292009

FHon-praoliferation Sanctions [P A D] o5 22009

Fersons Undermining The Sovereignty OF
Lebanon Or lts Democratic Processes And [LEBAMOCM] 11052007
Institutions

OFAC
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Sanctions Programs — Limited

~  NONPROLIFERATI

ON
y

Nonproliferation

Import restrictions against foreign persons
engaged in proliferation of WMD
technology.

June 28, 2005, Executive Order identifying
and blocking the property of WMD
proliferators and their supporters.

Several Iranian entities identifled as WMD




Sanctions Programs — Limited

— DIAMONDS -

Diamond Trading

Import and export of rough diamonds
restricted.




Specially Designated Nationals and Blocked Persons

SDNs

Over 6000 unique entities identified by
OFAC.

Individuals or entities all over the globe.

Owned, controlled by or acting on behalf
of targeted governments or groups.

_— |

http://www.treas.qgov/offices/enforcement/ofac/sdn/index.sh
tml




Specially Designated Nationals List

HOME ONTACT US SITE INDE:

TNITE D S TA TE S
DEPARTMENT oF
e TIREASURY

OEEICEEOF-FOREIGN-ASSETS-CONTROL

COffice of Foreign Assets Control
:

MISSTION ANSWERS TO
YOUR

RS The Office of Foreign Assets Control POFACY ofthe US QUESTIONS

Direct Links Department of the Treasury administers and enfarces economic

HKey Topics and trade sanctions based on LS fareign policy and national Contact LIS

Press Room secUrity goals against targeted foreign countries and regimes, Site Map

About Treasury terrorists, international narcotics traffickers, those engaged in Frauenth Asked
activities related to the proliferation of weapons of mass J_\‘f—auestiuns
destruction, and other threats to the national security, foreign palicy ———0——— —
or econamy of the United States. OFAC acts under Presidential OFAC Training and
national emergency powers, as well as authority granted by specific Seminars
legislation, to impose controls aon transactions and freeze assets
under LIS jurisdiction. {more?

Sanctions Programs: Coumtry _ LATEST
| OFAC News and Guidance UPDATES!

Specially Designated Recent OFAC Actions ISEE"_‘;;‘;LEST“E”:
Mationals List (SO List) —

Eesources

OFALC
ELECTROMIC
SERYICES

Anti-terrorism sanctions DFAC Forms

Mon-proliferation Sanctions DFAC Guidance by Industry

DFAC electranic filing

systems
— Marcotics Trafficking Sanctions Civil Penalties Actions and = .
e Enfarcerment Infarmation 75ub5cr|be to

Education DFAC e-rmail and

Site Policies and Motices Cuba Sanctions Interpretative Rulings on 0FAc  BSS nofification
e Folicy Semvices

Other OFAC Sanctions DFAC Legal Library
Frograms

OFAC
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Specially Designated Nationals List

CT US SITE INDEX, FAQ FOlA ES

TMNITE I» STATES
DEPARTMENT oF
e TIREASURY

OFE-FOREIGN-ASSETS-CONTHROL

= Backto OFAC Home
m Toowiew oF print the POF content on this page, downlogd the free Adobe® AorobaiE RegcanE,
News
Direct Links Get e-mail updates when this information chanoes.

Hey Topics
Press Room
About Treasury Specially Designated Nationals List (SDM)

DM List fin POF format) [E Last Updated - May 29, 2009
SO List {in # formaty

Having trouble downloading the latest SO information?

Having trouble apening the PDF format version of the SOM list?

What changed on the listwhen it was last updated? [F
SO List Sorted by OFAC Sanctions Prodrarm

SO List Sorted by ©ountry

Archive of changes to the SOM list

Bureaus - Delimited and XML WVersions of the SDN list
Education
Site Policies and Notices ASCI Delimited, Fixed-WWidth and ©S5% data files in g Windows aperating

systerm 32 bit archive - Contains 33 files in a selfextracting archive {archive
includes XML version of the SDR lishh

ASCI Delimited, Fixed-YWidth and ©8%W data files ina DOS 16 bit archive - Contains
23 files in a selfextracting archive darchive includes =ML version of the SDM list

OFAC
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Specially Designated Nationals List

OFFICE OF FOREIGN ASSETS CONTROL
SPECIALLY DESIGNATED NATIONALS AND BLOCKED PERSONS

3MG (a.k.a. MIZAN MACHINE
MANUFACTURING GROUP), P.O. Box 16595-
365, Tehran, Iran [NPWMD]

7THOF TIR (a.k.a. 7TH OF TIR COMPLEX;
ak.a 7TH OF TIR INDUSTRIAL COMPLEX;
ak.a. 7TH OF TIR INDUSTRIES; a.k.a. 7TH OF
TIR INDUSTRIES OF ISFAHAN/ESFAHAN;
ak.a. MOJTAMAE SANATE HAFTOME TIR;
ak.a. SANAYE HAFTOME TIR; ak.a.
SEVENTH OF TIR), P.O. Box 81465-478,
Isfahan, Iran; Mobarakeh Road Km 45, Isfahan,
Iran [NPWMD]

7TH OF TIR COMPLEX (ak.a. 7TH OF TIR;
ak.a. 7TH OF TIR INDUSTRIAL COMPLEX;
ak.a. 7TH OF TIR INDUSTRIES; a.k.a. 7TH OF
TIR INDUSTRIES OF ISFAHAN/ESFAHAN;
ak.a. MOJTAMAE SANATE HAFTOME TIR;
ak.a. SANAYE HAFTOME TIR; ak.a.
SEVENTH OF TIR), P.O. Box 81465-478,
Isfahan, Iran; Mobarakeh Road Km 45, Isfahan,
Iran [NPWMD)]

7TH OF TIR INDUSTRIAL COMPLEX (a.k.a.
7TH OF TIR; ak.a. 7TH OF TIR COMPLEX;
ak.a. 7TH OF TIR INDUSTRIES; a.k.a. 7TH OF

AH AR HA B

May 29, 2009

2000 DOSE E.U. (ak.a. DOMA E M), Calle 31
No. 1-34, Cali, Colombia; NIT # 8050157493
(Colombia) [SDNT]

2000-DODGE S.L., Calle Gran Via 80, Madrid,
Madrid, Spain; C.|.F. B83149955 (Spain)
[SDNT]

2904977 CANADA, INC. (a.k.a. CARIBE SOL;
ak.a. HAVANTUR CANADA INC.), 818 rue
Sherbrooke East, Montreal, Quebec H2L 1K3,
Canada [CUBA]

A A TRADING FZCO, P.O. Box 37089, Dubai,
United Arab Emirates [SDNTK]

A G REPRESENTACIONES LTDA., Calle 22
Norte No. 9-43, Cali, Colombia; Calle 20N No.
5N-26 Of. 102, Cali, Colombia; NIT #
800132578-3 (Colombia) [SDNT]

A K DIFUSION S.A. PUBLICIDAD Y
MERCADEO, Calle 28N No. 6BN-54, Cali,
Colombia; NIT # 900015699-8 (Colombia)
[SDNT]

A K EDUCAL S.A. EDUCACION CON CALIDAD,
Calle 28N No. 6BN-54, Cali, Colombia; NIT #
900015704-7 (Colombia) [SDNT]

A RAHMAN, Mohamad Igbal (a.k.a.

A & hy

ABBAS, Abu (a.k.a. ZAYDAN, Muhammad); DOB

(individual) [SDT]

ABBAS, Kassim, Lerchesbergring 23A, D-60598,
Frankfurt, Germany; DOB 7 Aug 1956; FOB
Baghdad, Iraq (individual) [IRAQ2]

ABBES, Moustafa, Via Padova, 82, Milan, Italy;
DOB 5 Feb 1962; POB Osniers, Algeria
(individual) [SDGT]

ABBES, Youcef (a.k.a. "GIUSEPPE"), Via
Padova 82, Milan, Italy; Via Manzoni, 33,
Cinisello Balsamo, Milan, Italy; DOB 5 Jan
1965; POB Bab El Aoued, Algeria (individual)
[SDGT]

ABBUD, Bin Muhammad Awad (a.k.a. ABUD,
Sa'ad Muhammad Awad; a.k.a. ADBUD,
Muhammad ‘Awad; a.k.a. AWAD, Muhammad;
a.k.a. BAABOOD, Sa'ad Muhammad; a.k.a. BIN
LADEN, Sa'ad; a.k.a. BIN LADEN, Sad; a.k.a.
"AL-KAHTANE, Abdul Rahman"); DOB 1982;
POB Saudi Arabia; nationality Saudi Arabia;
Passport 520951 (Sudany); alt. Passport 530951
(Sudan) (individual) [SDGT]

Al = 5 REMD -
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Specially Designated Nationals

Examples

Holy Land Foundation for ¢ Al-Hamati Sweets
Relief and Development Bakeries (SDGT)

(SDGT) e African Drilling Company
Farmacia Vida Suprema (SUDAN)

(SDNTK)  Myanma Foreign Trade
Aerospace Industries Bank (BURMA)
Organization (IRAN)

Business Air Services
(LIBERIA)

e
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Frequently Asked Questions

UNIEFTED STATES
DEFARTMENT or

Office of Foreign Assets Control

MISSIORN AMSWERS TO
YOUR
DQUESTIOMNS

search

"F& . The Office of Fareign Assets Cantral ("OFAC™ ofthe LIS

Direct Links Department ofthe Treasury administers and enforces ecaonarmic
Hey Topics and trade sanctions based on LS foreign policy and national Contact Us
Press Room secdrity goals against targeted foreign countries and regimes, Site Map

About Treasury terrarists, international narcotics traffickers, those engaged in
activities related to the proliferation ofweapons of Mmass gf:;t'?ﬂnr:': Asked
) SR destruction, and other threats to the national security, foreign policy

or econormy of the United States. OFAC acts under Presidential DFAC Training and
national emergency powers, as well as authority granted by specific Seminars
legislation, to impose contrals on transactions and freeze assets Resources

under LIS jurisdiction. (more? -

Sanctions Programs: Country _ LATEST
and List.based OFAC News and Guidance UPDATES!

SDm List Updated:

Specially Designated Recent DFAC Actions | 05/29/2009 |

Mationals List (S0M List)

OFALC
ELECTROMIC
SERYICES

Anti-terrarism sanctions OFAC Forms

ron-proliferation Sanctions OFAC Guidance by Industry

OFAC electranic filing

systems
Marcotics Trafficking Sanctions Civil Penalties Actions and =0 :
Burcaus Enforcerment Infarmation 75'“]5”“]8“3

Education OFAC e-mail and

Site Policies and Notices Cuba Sancltions Interpretative Rulings on OFAc  BESS notification
- Folicy services

other OFAC Sanclions OFAC Legal Library
Frograms




Frequently Asked Questions

SITE INDE

TUNITE D STA TES
DEFARTMENT or
e TREASURY

F FOREIGMN ASSETS CONTROL

= Backto OFAC Hame

search

News FREQUENTLY ASKED QUESTIONS (SORTED BY GEMNERAL TOPIC)
Direct Links

Hey Topics General Questions

Press Room

About Treasury

Note On OFPAT Freguentily Askhod Questions

Cuestions from the Insurance Industry
Far Cnnsumers with OFAC Info Appearmg on their Credit Report
Glue

Technology Cluestions
COFAC-related, Freedom of Information Act Questions
FREQUEMTLY ASKED QUESTIONS (SORTED BY QUESTIOMN)}

rhat is OFAC g what does i oo

How fong has OFAC Hoan grouho?

What does ohe neah by the ke wrohlbited transachions"s

Are there excantions fo bhae profdbibions s

How oo [ determine I have o vwaiicd QR maichy

Bureaus
Education
ies and Notices

Wherne cahn I find the specific detalis 2bout the embaigoes?

Can f get permission o QAT fo kansact o rade with an embarqoed counine g

1
2
]
4
a
]
T
g

hgt rmust P do fo get perrmission o rade with an embargoed couhine sy

Mhat go yold ineah By "Bioc K ing T

rhat countries do f need o worny gbout inlanms of LS. sanciions

Hho mnust coraanes with DR T requilahionsyT

How ialich are the fines for wiolsting these requialions?

Fure g rac g lseg for g oo ke o oot s s L edacdact i

L)) OFAC
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Frequently Asked Questions: Licensing

» TOP

hat s g icehsse 7

Do [ fave b0 fiF ot & partic sl forkn b0 get 5 icenss o engadge in & frahssctiony

—anl anpesl a denizl of e llcense aoelication s

Howe can § fing ot the stabus of e penciing Deense sooiicaiions

hat agencles ofthaey thah TraasUiys rawiay D7 Neahse aaniications shd what are
the roles of these other aqehclesy

I g licanse raguired o enter into ah aver fight permit agreernent wiath the Cubahn
ol Air Authorihy even ifthaere s ho costy
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Licensing - Guidelines

* For comprehensive programs, limited exceptions may
be licensed by OFAC:

— Agricultural goods, medicine and medical devices
— License applications should include:

* Applicant information
* Listing of all foreign parties involved
— Banks, brokers, purchasing agents, end-users
 Description of products to be exported
* Product classification under the EAR

 Information on payment mechanism
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Licensing — Applications

No specific format

No costs associated with the application process

Must be submitted 1n hard copy

Incomplete applications will be returned without action
Required for both direct and indirect exports

May be valid for up to one year

Full guidelines available at:
http://www .treas.gov/offices/enforcement/ofac/progra
ms/common/tsraapp.pdf
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Frequently Asked Questions: Industry
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Penalties and Consequences

» Possible OFAC actions 1n response to a violation:
— Closed case, no action taken
— Cautionary or warning letter
— Revocation of license
— Civil Penalties

— Criminal Penalties

* Violations may also result in:
— Blocked funds and seized goods
— Negative publicity loss of business
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Penalties and Consequences

* Proposed penalties generally will be the statutory maximum or the
dollar value of the transaction involved, whichever is less.
— Trading With the Enemy Act: $65,000

— International Emergency Economic Powers Act: greater of $250,000 or twice
the value of the transaction

— Foreign Narcotics Kingpin Designation Act: $1,075,000
— Anti-Terrorism and Effective Death Penalty Act: $55,000

« Mitigating factors may also be considered
Self-disclosure
First time or inadvertent offense
Compliance policy in place

Training




Effective Compliance Strategies - Screening

* Screening 1s the foundation of
an effective compliance
policy

— Screen all transactions
against sanctioned
countries, including cities
and territories

— Screen all parties connected
with transaction

— Consignees, vessels,
carriers, freight forwarders, TO COMPLY WITH THE

banks can all be sanctions FOREIGN ASSETS CONTROL
targets REGULATIONS




Effective Compliance Strategies - Screening

* Ensure sanctions information
is up-to-date!
— Screening against outdated

information could increase the risk
of a violation

— Sanctions and SDN list can be
updated or revised at any time

— Updates are not on a regular basis

— Subscribe to email notification
service on OFAC home page




Effective Compliance Strategies - Training

« Make sanctions compliance
an integral part of your
business

— Develop and document a
written compliance program

— Don’t treat OFAC compliance
as an afterthought

— Ensure that all employees
responsible for trade activities .
are familiar with U.S. -
sanctions

— Make compliance a part of
training program for new hires
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Effective Compliance Strategies - Resources

e Take advantage of OFAC compliance resources
— OFAC publishes an extensive library of on-line reference
manuals, brochures etc.
 Includes regulations, statutes, FAQ, interpretive guidance

— These and other useful materials are available free of
charge through:

 OFAC’s web site: http://www.treas.gov/ofac
 OFAC’s automated fax on demand service: 202- 622-0077

— Verify the credentials, expertise and accuracy of any
third party vendor or outside counsel
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For Additional Compliance Counseling...

The OFAC Compliance Hotline operates 5 days a week
e 202-622-2490 or 1-800-540-6322
 Monday through Friday 7 a.m. to 7:00 p.m EST

 www.treas.gov/ofac
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Jessica Brinkmann

Compliance Officer

Tel: 202-622-1556 or
1-800-540-6322

Fax: 202-622-2426

Web: www.treas.gov/ofac



