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Who is OFAC

Office of Foreign Assets Control (OFAC)
U.S. Department of the Treasury

• OFAC administers and enforces economic and 
trade sanctions against targeted:

- Foreign governments (e.g. Iran, Sudan, Cuba)
- Individuals (e.g. terrorists, narcotics traffickers)
- Entities (e.g. drug front companies, charities 

linked to terrorist groups)
- Practices (e.g. trade in non-certified rough 

diamonds, proliferation of WMD)



Who is OFAC?

Sanctions
• Comprehensive use of U.S. 

economic force based on 
foreign policy goals

• Blocked assets and 
restrictions on trade and 
financial transactions

• Used against specific targets 
and their agents

• OFAC expertise is financial
• Jurisdiction is U.S. persons 

and citizens

Export Controls
• Aimed at controlling the 

dissemination of dual use 
products and technology to 
destinations and end users 
throughout the world

• BIS expertise includes 
engineering and product 
knowledge used for product 
classification

• Jurisdiction U.S. persons as 
well as goods and 
technology

Sanctions vs. Export Controls



• Trading with the Enemy Act (“TWEA”)
(50 U.S.C. app. § § 1-44)

• Primary legal authority for Cuba program

Legal Authority - Statutes



• International Emergency Economic Powers Act 
(“IEEPA”) (50 U.S.C. § § 1701-06)

– Primary legal authority for all non-TWEA 
programs

Legal Authority - Statutes



OTHER STATUTES:
• Antiterrorism and Effective Death Penalty Act 

8 U.S.C. 219, 18 U.S.C. 2332d and 18 U.S.C. 2339b
• Foreign Narcotics Kingpin Designation Act

Pub. L No. 106-120, tit. VIII Stat 1606, 1626-1636
• Syria Accountability and Lebanese Sovereignty Restoration Act

Pub. L No. 108-175

IMPLEMENTATION AUTHORITIES:
• Title 31 U.S. Code of Federal Regulations, Chapter V
• Various Executive Orders

Legal Authority - Statutes



• American citizens and permanent resident aliens located 
anywhere in the world

• Any individual, regardless of citizenship, who is 
physically located in the United States

Legal Authority - Jurisdiction: Individuals



♦ Under the International Emergency Economic Powers 
Act (IEEPA) programs:

• Corporations organized under U.S. law, including 
foreign branches of U.S. companies

• Any corporation or company physically located in the 
United States, including U.S. branches, agencies and 
representative offices of foreign corporations

Legal Authority - Jurisdiction: Businesses



♦ Under Trading With the Enemy Act (TWEA) programs 
(Cuba):

• Corporations organized under U.S. law, including 
foreign branches and foreign-organized subsidiaries of 
U.S. companies

• Any corporation or company physically located in the 
United States, including U.S. branches, agencies and 
representative offices of foreign corporations

Legal Authority - Jurisdiction: Businesses



Cuba
Iran
Sudan
Anti-Terrorism
Counter Narcotics Trafficking
Non-Proliferation (WMD)

Balkans
Belarus
Cote D’Ivoire 
Dem. Republic of the 

Congo
Former Liberian Regime 

of Charles Taylor
Zimbabwe

Sanctions Programs
Comprehensive Programs

Limited Programs
Burma (Myanmar)
North Korea
Syria
Diamond Trading

Regime-Based Programs

http://www.treas.gov/offices/enforcement/ofac/programs/index.sht
ml



OFAC Website: Sanctions Programs
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OFAC Website: Sanctions Programs



Cuba
Iran

Sudan

Current comprehensive sanctions programs:

• See OFAC’s website for details on each of these 
programs: www.treas.gov/ofac

Sanctions Programs  - Comprehensive



♦ In general the following are prohibited under 
comprehensive sanctions programs:
• Exports (direct or indirect)
• Imports (direct or indirect)
• Trade brokering, financing, or facilitation
• Any attempt to evade or avoid the sanctions

♦ Applies to most goods, technology, and services

♦ Limited exceptions may be licensable by OFAC, such 
as agricultural goods or humanitarian items

Sanctions Programs  - Comprehensive



Zimbabwe

Blocks property of persons 
undermining democratic processes or 
institutions in Zimbabwe (Robert 
Mugabe, etc.).

Sanctions Programs – Regime-Based



Sanctions Programs – Regime-Based

Balkans/Yugoslavia
Blocks property of Milosevic 
supporters and persons who threaten 
international stabilization efforts in the 
Western Balkans. 



Sanctions Programs – Regime-Based

Belarus
Blocks property of persons 
undermining democratic processes or 
institutions. Aimed at corrupt 
members of the Government of 
Belarus.



Sanctions Programs – Regime-Based

Iraq

New program blocks property of persons 
threatening stabilization of Iraq, former 
regime members and their families.

1990 Iraqi Sanctions Regulations terminated; 
new transactions authorized; assets 
previously blocked remain blocked; export 
licensing authority transferred to BIS.



Sanctions Programs – Regime-Based

Liberia

Blocks property of former Liberian President 
Charles Taylor and his supporters and 
persons who have undermined Liberia’s 
transition to democracy.

Import of Liberian-origin timber is prohibited.



Sanctions Programs - Limited

North Korea

Goods of North Korean origin may not be imported 
without authorization from OFAC.

Payment for unauthorized imports is prohibited.

June 19, 2000 amendments to the Foreign Assets 
Control Regulations ended the ban on exports, 
provided that any exports or re-exports to North 
Korea are licensed or otherwise authorized by BIS.



Sanctions Programs - Limited

Burma/Myanmar

Exports to Burma are allowed.

Importation of items of Burmese origin is 
prohibited.

Specific entities are blocked, all other 
transactions are rejected due to the ban on 
financial services.



Sanctions Programs - Limited

Syria

Ban on exports of US-origin goods (BIS).

Stop transactions related to terrorism.

Block assets of entities  supporting terrorism, 
pursuing WMD, and undermining 
international stabilization and reconstruction 
efforts in Iraq.



Sanctions Programs - Limited

Cote d’Ivoire
Block property of individuals found to:

Threaten peace and national reconciliation efforts,

Supply armaments and military training to Cote 
d’Ivoire, or 

Publicly incited violence and hatred in Cote 
d’Ivoire.



OFAC Website: Sanctions Programs



Sanctions Programs – Limited

NONPROLIFERATI
ON

NONPROLIFERATI

ON

Nonproliferation
Import restrictions against foreign persons 
engaged in proliferation of WMD 
technology.

June 28, 2005, Executive Order identifying 
and blocking the property of WMD 
proliferators and their supporters.

Several Iranian entities identified as WMD 
proliferators in 2007.



Sanctions Programs – Limited

DIAMONDS

DIAMOND 

TRADING

Diamond Trading
Import and export of rough diamonds 
restricted.



Specially Designated Nationals and Blocked Persons

http://www.treas.gov/offices/enforcement/ofac/sdn/index.sh
tml

SDNs

SDNs

Over 6000 unique entities identified by 
OFAC. 

Individuals or entities all over the globe.

Owned, controlled by or acting on behalf 
of targeted governments or groups.



Specially Designated Nationals List



Specially Designated Nationals List



Specially Designated Nationals List



• Holy Land Foundation for 
Relief and Development 
(SDGT)

• Farmacia Vida Suprema
(SDNTK)

• Aerospace Industries 
Organization (IRAN)

• Business Air Services 
(LIBERIA)

• Al-Hamati Sweets 
Bakeries (SDGT)

• African Drilling Company 
(SUDAN)

• Myanma Foreign Trade 
Bank (BURMA)

Specially Designated Nationals

Examples



Frequently Asked Questions
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Frequently Asked Questions: Licensing



Licensing - Guidelines

• For comprehensive programs, limited exceptions may 
be licensed by OFAC:
– Agricultural goods, medicine and medical devices
– License applications should include:

• Applicant information
• Listing of all foreign parties involved

– Banks, brokers, purchasing agents, end-users
• Description of products to be exported
• Product classification under the EAR
• Information on payment mechanism



Licensing – Applications

• No specific format
• No costs associated with the application process
• Must be submitted in hard copy
• Incomplete applications will be returned without action
• Required for both direct and indirect exports
• May be valid for up to one year

• Full guidelines available at: 
http://www.treas.gov/offices/enforcement/ofac/progra
ms/common/tsraapp.pdf



Frequently Asked Questions: Industry



• Possible OFAC actions in response to a violation:
– Closed case, no action taken
– Cautionary or warning letter
– Revocation of license
– Civil Penalties
– Criminal Penalties

• Violations may also result in: 
– Blocked funds and seized goods
– Negative publicity loss of business

Penalties and Consequences



• Proposed penalties generally will be the statutory maximum or the 
dollar value of the transaction involved, whichever is less.

– Trading With the Enemy Act: $65,000
– International Emergency Economic Powers Act: greater of $250,000 or twice 

the value of the transaction
– Foreign Narcotics Kingpin Designation Act: $1,075,000
– Anti-Terrorism and Effective Death Penalty Act: $55,000

• Mitigating factors may also be considered
– Self-disclosure
– First time or inadvertent offense
– Compliance policy in place
– Training

Penalties and Consequences



• Screening is the foundation of 
an effective compliance 
policy
– Screen all transactions 

against sanctioned 
countries, including cities 
and territories

– Screen all parties connected 
with transaction

– Consignees, vessels, 
carriers, freight forwarders, 
banks can all be sanctions 
targets

Effective Compliance Strategies - Screening



• Ensure sanctions  information 
is up-to-date!
– Screening against outdated 

information could increase the risk 
of a violation

– Sanctions and SDN list can be 
updated or revised at any time

– Updates are not on a regular basis

– Subscribe to email notification 
service on OFAC home page

Effective Compliance Strategies - Screening



• Make sanctions compliance 
an integral part of your 
business
– Develop and document a 

written compliance program
– Don’t treat OFAC compliance 

as an afterthought
– Ensure that all employees 

responsible for trade activities 
are familiar with U.S. 
sanctions

– Make compliance a part of 
training program for new hires

Effective Compliance Strategies - Training



Effective Compliance Strategies - Resources

• Take advantage of OFAC compliance resources
– OFAC publishes an extensive library of on-line reference 

manuals, brochures etc.
• Includes regulations, statutes, FAQ, interpretive guidance

– These and other useful materials are available free of 
charge through:

• OFAC’s web site: http://www.treas.gov/ofac
• OFAC’s automated fax on demand service: 202- 622-0077

– Verify the credentials, expertise and accuracy of any 
third party vendor or outside counsel



The OFAC Compliance Hotline operates 5 days a week
• 202-622-2490 or 1-800-540-6322

• Monday through Friday 7 a.m. to 7:00 p.m EST
• www.treas.gov/ofac

For Additional Compliance Counseling…



Jessica Brinkmann
Compliance Officer
Tel: 202-622-1556 or

1-800-540-6322
Fax: 202-622-2426
Web: www.treas.gov/ofac


