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2002 — GAO Report on Deemed Exports

United States General Accounting Office

GAO

Report to the Chairman, Subcommittee
on National Security, Veterans Affairs,
and International Relations, Committee
on Government Reform, House of
Representatives

September 2002

EXPORT CONTROLS

Department of
Commerce Controls
over Transfers of
Technology to Foreign
Nationals Need
Improvement

GAO-02-972
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What GAO Recommended (2002)

What GAO Recommends

The Secretary of Commerce

should

e use all existing U.S.
immigration data to identify
foreign nationals who could
be subject to deemed export
licensing requirements and

¢ work with the departments of
Defense, State, and Energy to
develop a risk-based program
for monitoring compliance
with deemed export licenses.

Although Commerce asserted that
it has an effective monitoring
system, it stated that it would
explore the practicality of GAO'’s
recommendations. The
Departmernl of Delense concurred
with GAO’s recommendations.

These weaknesses call for a reexamination of the current approach to
controlling foreign national access to technology in the United States.

China and 7 Other Countries of Concern Accounted for Most of the 822 Deemed
Export Licenses that the Department of Commerce Approved in Fiscal Year 2001.

China
(602)
Remaining countries
(107) I Russia (77)
Iran (19)
India (11)
14% Other countries Syria (3)
of concemn Israel (1)
(113)
Irag (1)

-

Pakistan (1)

Source: GAQ analysls of Department of Commerce data.
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Commerce said, “Hey . . . Ilgotanidea!”

Agency Comments

We provided a draft of this report to the Secretaries of Commerce, Defense,
and State, and to the INS Commissioner for their review and comment. We
received written comments from the departments of Commerce and
Defense that are reprinted in appendixes II and I1L*

DOD concurred with our recommendations, and Commerce said it would
consult with other relevant departments on the practicality of
implementing our recommendations. More specifically, Commerce stated
that it would contact INS to discuss the possibility of establishing a
procedure for referring to Commerce H-1B change-of-status applications
involving employment that might result in access to sensitive technology. It
also stated that it is in the process of developing a more extensive
monitoring program for firms that have been issued deemed export
licenses. Commerce said it is currently impossible to fully monitor all of the
conditions placed on these licenses and agreed that more realistic
conditions need to be developed. It also said that it has initiated an
interagency dialogue to develop a new set of standard conditions for
deemed export licenses. In response to a recommendation in the draft

“'The Department of State declined to provide comments. INS provided us with certain
technical suggestions, which we have incorporated into this report.
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2011 — Déja vu all over again

United States Government Accountability Office

GAO

Report to Congressional Requesters

EXPORT CONTROLS

Improvements Needed
to Prevent
Unauthorized
Technology Releases
to Foreign Nationals
in the United States

GAO-11-354

==
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In 2011, GAO said, Waaaay back in 2002 . . .
we recommended that Commerce . ..

Appendix IV: Draft of DHS’s Changes to the
Form I-129 “Petition for Nonimmigrant
Worker”

In fiscal year 2002, we recommended that Commerce use all existing U.S.
immigration data to identify foreign nationals who could be subject to
deemed export licensing requirements. Commerce agreed with the
recommendation and officials told us that they have been working with
USCIS to make such data easier to analyze.' As a result of this
collaboration, USCIS issued notices in the Federal Register in February
and June 2010 requesting comments about a proposed change to the Form
[-129 employers must complete to enable foreign nationals to apply for
new employment, extend their status, or change a foreign national’s
immigration status to H-1B specialty employment or other status. This
change would require employers to acknowledge if the position for which
they want to hire a foreign national could require a deemed export license.
The revised form contains two parts: One provides instructions on how to
fill out the form, and the other contains the form itself. Figure 4 contains
the revised form, which according to USCIS, was approved by the Office
of Management and Budget in October 2010.
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The new [-129 Petition for a Nonimmigrant
Worker Requires Employer Attestations

Part 6. Certification Regarding the Release of Controlled Technology or Technical Data to Foreign
Persons in the United States

(For H-1B. H-1B1 Chile/Singapore, L-1. and O-1A petitions only. This section of the form is not required for all other classifications.
See Page 3 of the Instructions before completing this section.)

Check Box 1 or Box 2 as appropriate:

With respect to the technology or technical data the petitioner will release or otherwise provide access to the beneficiary. the
petitioner certifies that it has reviewed the Export Administration Regulations (EAR) and the International Traffic in Arms
Regulations (ITAR) and has determined that:

[ ] 1. Alicense is not required from either U.S. Department of Commerce or the U.S. Department of State to release such
technology or technical data to the foreign person: or

[] 2. Alicense is required from the U.S. Department of Commerce and/or the U.S. Department of State to release such
technology or technical data to the beneficiary and the petitioner will prevent access to the controlled technology or
technical data by the beneficiary until and unless the petitioner has received the required license or other authorization to
release it to the beneficiary.
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H-1B, H-1B1, L-1, O-1A Petitions Only

H-1B: specialty occupations; an alien coming to perform
services of an exceptional nature relating to a project
administered by the U.S. Department of Defense; or a
fashion model who has national and international acclaim

H-1B1: Chile or Singapore
L-1: intracompany transferee

» O-1A: alien of extraordinary ability in arts, science,
education, business, or athletics

7
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Certification Pertaining to the Release of
Controlled Technology or Technical Data to
Foreign Persons in the United States

» ITAR — Technical Data

» EAR — Technology

» “Technology” — Specific information
necessary for the “development,”
“production,” or “use” of a product.

» “Development” - is related to all stages
prior to serial production, such as: design,
design research, design analyses, design
concepts, assembly and testing of
prototypes, pilot production schemes,
design data, process of transforming design
data into a product, configuration design,
integration design, layouts.

»  “Production” - means all production
stages, such as: product engineering,
manufacture, integration, assembly
(mounting), inspection, testing, quality
assurance.

»  “Use”- operation, installation (including on-
site installation), maintenance (checking),
epair, overhaul and refurbishing.

>

“Technical Data” means Information, other
than software, which is required for the
design, development, production,
manufacture, assembly, operation, repair,
testing, maintenance of modification of
defense articles. This includes information
in the form of blueprints, drawings,
photographs, plans, instructions, or
documentation.
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http://www.bis.doc.gov/deemedexports/
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Bureau of Industry and Security
U.S. Department of Commerce

Where Industry and Security Intersect

What's New | Sitemap | Search

LI 8 S Y Home > Policies and Regulations =Deemed Export Resources

Deemed Export Resources
Policies And

i HEEEEEY N eemed Exports FAQ

Key Regulatory Areas |p, . od Evport Relsted Regulatory Requirements O and A

Regional Considerations | Guidelines for Preparing Export License Applications Involving Foreign Nationals

Export Administration [Deemed Export Licensing Process Improvements
Regulations

Certification Pertaining to the Release of Controlled Technology or Technical Data to Foreign Persons in the United States

Licensing

m

Compliance And
Enforcement

FOLA | Disclaimer | Privacy Policy | Information Quality
Seminars And Training Department of Commerce | BIS Jobs | Mo FEAR Act | USA.qov | Contact Us

International
Programs

Defense Industrial
Base Programs
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Export Control Compliance and Anti-Discrimination

Deemed Exports compliance engages two federal anti-
discrimination statutes:

m Section 274B of the Immigration and Nationality Act
prohibits employment discrimination based on national
origin or, in the case of protected individuals, on the basis
of citizenship

m Title VII of the Civil Rights Act bars employment
discrimination on the basis of national origin, ancestry or
race, and therefore prohibits hiring practices that have the
effect of discriminating on the basis of national origin
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Exceptions to Anti-Discrimination Laws

Section 274B(a)(2) of the Immigration and Nationality Act
allows for hiring criteria that are required by law,
regulation, executive order, or federal, state, or local
government contract

Deemed export rules do not prohibit FN employment per
se. They simply impose a license requirement. Therefore,
this exception will only apply to specific positions subject
to the deemed export rule (i.e., for which a license would
be required, or maybe for 126.1 proscriptions under ITAR)

The exception is not available for positions not subject to
the deemed export rule (that would not require a license)

Therefore, requests for information should be carefully
limited accordingly \g/
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Exceptions to Anti-Discrimination Laws

Under Title VII, an exception exists for Bona Fide
Occupational Qualifications (BFOQ) regarding national
origin or ancestry discrimination {42 USC §2000(e)-

2(e)(1)}

Under this exception, if a particular national origin Is
reasonably necessary for a job requirement, it will be
recognized as a BFOO exempt from Title VII's preference
prohibitions. This exception applies to specific positions
only if subject to the deemed export rule’s licensing
reguirements
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Export Controls Compliance and Anti-Discrimination

Even asking an applicant to state their citizenship may be
problematic under federal anti-discrimination laws

An employment form/questionnaire must be crafted in
such a way that it ascertains whether the candidate falls
Into one of the exempt categories, and if not, whether the
candidate is a citizen of a country for which a license
would be required for the specific technology implicated

If a deemed export license requirement is confirmed, an
employer would be permitted under one of the exceptions
to ask for confirmation of citizenship for inclusion in a
deemed export license application to the USG
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Questions??
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