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Overview

» The nuclear security and nonproliferation work
of the Pacific Northwest National Laboratory
(PNNL) and that of its suppliers demands critical
attention to export controls and nonproliferation
activities.

» In the Bulletin of the Atomic Scientists (2013),
Kurzrok and Hund published seven indicators to
help companies report on nonproliferation
excellence to stakeholders.

» PNNL is actively using these indicators to
measure its own efforts to foster a supply chain
security culture.
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Beyond compliance:
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Nonproliferation Indicators oo S
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Preferentially select business partners that = o &=
also maintain strong nonproliferation Supply chain security culture is needed
practices to help control proliferation activities.

Develop a corporate policy on sharing
suspicious inquiries with appropriate parties
Participate in governmental export control
rulemaking

Report on nonproliferation training and
education for employees

Acknowledge noncompliance if it occurs
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1.

Communicate nonproliferation commitment in company’s corporate
governance statement

B PNNL & Battelle Mission, Vision and Value statements

@ “PNNL science and technology inspires and enables the world to live prosperously,
safely, and securely”

@ “We [Battelle] are guided by the belief, shared by our employees, that no business
objective is worth achieving at the expense of our integrity and ethics”

® “We employ the highest ethical standards, demonstrating honesty and fairness in
every decision and action”

B PNNL Director Mike Kluse video statement

Participate in relevant nonproliferation codes of conduct or pledges
B None currently exist that target National Laboratories

Preferentially select business partners that maintain strong
nonproliferation practices

B In sole-source contracts, PNNL can require contracting entities to abide by
our nonproliferation (supply chain security controls) standards

B Exploring options to include this in bidder criteria for procurement
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4. Develop a corporate policy on reporting anomalous inquiries with
appropriate parties
B Identifying/reporting suspicious behavior included in mandatory staff training
5. Participate in governmental export control rulemaking

B Economic analysis in support of the National Nuclear Security
Administration’s revision of Code of Federal Regulations Title 10 Part 810 is
one example

6. Report on nonproliferation training and education for employees

B Included in mandatory staff training; all information must be reviewed by
derivative classifier and/or export control as necessary before release

7. Acknowledge noncompliance if it occurs
B Reported regularly to regional and HQ offices
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More explicitly weave sentiment into our corporate governance statement.

Implement selection criteria for nonproliferation practices in bidding and
procurement processes.

Incorporate more lessons learned into training to better convey the
importance of controlling information, technology, and equipment.

Strive to build a code of conduct for ourselves and to serve as a thought
leader among the national laboratories.

Reiterate importance of individual behavior to control information.

Require that all presentations and papers to be given/released be reviewed
first by the appropriate manager to ensure that no sensitive information is
included.

Broaden public messages on export control and counterintelligence to
emphasize nonproliferation and the need to maintain a supply chain security
culture.

Help partners/sponsors adopt similar measures within their supply chains.
Translate the indicators into metrics and report on our progress regularly.
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