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summary of Proceedings of April 11, 1989 ECCO Conference.

our second conference was well attended and yielded a diver-
sity of information in export policy and procedure areas.
Alan Rither and Dori Bostic did an excellent job as local
hosts for this conference (and banquet!).

Enclosed are the following documents:

1) Agenda
2) An article published in the March, 1989 issue of the
Critical Technologies Newsletter, describing ECCO.

3) Copies of my vugraphs
4) Attendance list
5) Group photo (for those who attended)

our next conference tentatively will be October 4 and 5,
1989, in Washington, D.C. Enough local, private, and ;
government experts in export should be available to require j§
a two-day meeting. I have already invited officials from
DOE/OSTI, DOD, DOC, the Association of American Universi-
ties, and a private lawyer. If anyone has any other
suggestions, please let me know.

38 3114 W¥d

The following summarizes the highlights of the speakers’
presentations at our April conference:

1) Michael Liikala, Director, Western Regional Office of
the Bureau of Export Administration of the Department
of Commerce. Mike spoke about the many changes
occurring to the EAR, pursuant to the 1988 Omnibus
Trade & Competitiveness Act. Technical Data con-
trols, of course, greatly concern most of us. Under
the trade bill, technical data is being tied more
closely to the Control List (C.L.). Before answering
whether the instant technical data requires licens-
ing, one must first properly classify it in relation
to the rules for commodities under the C.L. from
which it derived. This should simplify the decision

Kouted to J.E. Mitchel]l
2 cys att'd. for J.E, Mitchell

572946 | 4 3 2 I o1 7



ECCC Members & Guests “w May 10, 1989

2)

process somewhat by removing some of the previous
ambiguity on the licensing of tech data. Theoreti-
cally, the volume of controlled tech data may also
decrease in proportion to the lessened controls over
commodities.

This may occur because previously commodities often
were controlled unilaterally for national security
reasons, but now they must be multilaterally con-
trolled by COCOM. The unilateral controls for
foreign policy reasons, however, will remain intact.
This may, thus, cause a shifting of reasons for con-
trol, but not a substantial decrease in the volume of
controls. Within the next few months, these changes
should be published.

The rules for GTDA remain the same. Some discussion

occurred regarding the "public domain" exemption and

the definition of "open conference". Mike indicated

that if an unclassified "open" conference is screened
by a government agency sponsor, then it no longer is

"open® and whatever tech data may be published at the
conference will be subject to potential licensing.

The rules for GTDR have been substantially changed.
wWhat was GTDR now is either GTDR or GTDU, depending
on the subject matter. The new GTDR will require a
letter of assurance, while the GTDU category will
not. The materials that Mike provided give more
details on this.

Under the trade bill, foreign availability decisions
should occur faster, by decreasing some of the
authority that DOD formerly had.

Mike suggested that we invite Larry Christiansen from
DOC Headquarters in Washington, D.C., to address some
of the other issues of particular concern to us,
e.qg., facility tours, foreign nationals, open con-
ferences, use of the public domain exemption and
decision trees. I have invited Mr. Christiansen to
our October conference.

Douglas A. Barr, Sandia National Laboratories. I
spoke about recent export control developments at
Sandia in three areas. First, I explained the
procedures for handling technical data in our docu-
ments. We proceed through a review process, where
several different people in different organizations
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3)

4)

review the document before it is formally published
and released, in unrestricted or restricted form. We
coordinate our review procedures and forms with that
of DOE/OSTI. My vugraphs include copies of Sandia’s
and OSTI’s review forms.

The second area of export control advancement at
Sandia is our "success story", as marked on my
vugraphs. With the full understanding and team
efforts of two program offices at DOE, our own
program offices and the MCTL/NTRB liaison at Los
Alamos National Laboratories, we developed a working
policy for export control decisions in the magnetic
confinement fusion area.

The third area of export advancement has concerned
potential licenses needed for commodity and technical
data direct exports of advanced technologies. The
potential licenses needed relate to sensor technology
for placement on a Soviet satellite, French testing
of Sandia designed detonators, and advanced parachute
design information. These pending problem areas will
hopefully be resolved soon. If so, I will "finish
the story" at our next conference.

Ronald Liikala, Director of Strategic Planning at
Battelle~-PNL. Ron emphasized the importance of
enhancing U.S. competitiveness by using the national
laboratories in a pro-active effort to transfer our
technolegy to the private sector. Current technology
transfer procedures are inadeguate to strengthen U.S.
industry, without direct efforts by the labs to form
collaborative partnerships with industry.

Towards this end, Battelle~PNL intends to become a
regional/national center for sharing scientific and
technical information with industry. For example,
the "Northwest Scientific Computing Network" has been
established as a computer link-up between Battelle-
PNL , universities and industries.

Dave Pickering, OPSEC, Battelle-PNL. Dave emphasized
that 90% of human intelligence gathering is conducted
by overt, not covert means. This underlies the
importance of proper export controls over unclassi-
fied scientific and technical information. As at
other federal laboratories, Battelle~PNL frequently
is visited by foreigners, a large concern from an
export control standpoint.
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5) carol Emory, Esq., Perkins, Coie Law Firm, Portland,
Oregon. Carol specializes in high technology exports
from the northwest. Carol emphasized that the burden
of proof is upon all of us to show that we had no
reason to believe that a potential violation of the
export laws might occur.

If a non-compliance or diversion of technical data
occurs, the Office of Export Enforcement of the
Department of Commerce will expect us, as with all
domestic industry, to show that we met this burden by
taking steps such as the following:

(A) An extensive paper trail, showing a routine and
thorough investigation, before the fact, of
"who", "what" and "where" the technical data
relates to, and to which country and end-user(s)
it may be exported or reexported.

(B) Contract language regarding the following:
export licensing requirements, reexport
restrictions, notice of the existence of export
controlled information (ECI), written assurance
requirements, notice requirements before foreign
sales, non-assignment clause preventing
potential illegal reexports, audit rights,
conflict of laws clause establishing the
precedence of U.S. laws, a clause that tracks
the control and possession of the technical data
at all actual or potential steps, a Force
Majeure clause, and various other clauses that
the importer will require to indemnify himself
from export violations by the exporter.

(C) An established procedure for reviewing DOC’S TDO
list before exports occur.

(D) An ICP in place, that specifies company-wide
educational and awareness procedures, purchasing
checklists, travel office procedures, etc.

(E) A procedure for identifying/classifying
potential ECI before placement of any contracts
or disclosures of the information.

In summary, a plethora of information was provided and

discussed. If anyone did not receive hand-out materials,
please contact the speakers directly.
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I look forward to seeing you at the next conference. As
before, I will send a tentative agenda shortly beforehand.
I will try to confirm the date and location early, to allow
you sufficient time to secure "reasonable" hotel rates in
Washington, D.C.

DAB:3180:tcb

(890501)
Encs: 1) Agenda
2) An article published in the March, 1989 issue of
the Critical Technoclogies Newsletter, describing
ECCO.
3) Copies of my vugraphs
4) Attendance list
5) Group photo (for those who attended)
Distribution:

Zzan Hollander, DOE/OCTP, DP323.1

Trisha Dedik-Chico, DOE/Technology Planning Div.
Donnie Martin, DOE/AL/CIPS

Bill Layne, DOE/AL/CIPS

Bob de Timmerman, DOE/ALO

Richard ¥Fredlund, DOE/LINL (L-320)

Dan Crouter, DOE/ROO

G. M. McClure, DOE/RQOQO, A7-75

Gordon Longerbeam, LILNL

Charles Seymour, LLNL (L-490)

Bill DeGarmo, LLNL (L-~703)

Larry Bakken, LINL (L-302)

Sharon Eklund, LANL (IT~-3, MSC-231)

Mark Jones, LANL (0S~6, MSF~674)

Jim Mitchell, LANIL (MSA-187)

V. H. Hogsett, LANL (IT-3)

E. L. Nettles, Jr., ILANL

Ron Haynes, Fermi National Lab (MS213)

W. A. Schmidt, Fermi National Lab (MS213)
Margaret Bogosian, Brookhaven National Lab

Vale Myles, Brookhaven National Lab

Paul Betten, Argonne National Lab

Robert Mulcahy, Lawrence Berkeley Lab

Alan Rither, Battelle Pacific Northwest Lab

D. R. Pickering, Battelle Pacific Northwest Lab, K1-49
Helen Wyer, Battelle Pacific Northwest Lab, Ki-11
Mark W. Gladstone, Battelle Pacific Northwest Lab, K1-27

Sharon F.

Crowder, Battelle Pacific Northwest Lab, A3-55

Roger Dellinger, Battelle Pacific Northwest Lab
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Marilyn Daniel, Mason & Hanger

Stan Berglin, Westinghouse Hanford Co.

D. L. Samples, Westinghouse Hanford Co.

Philip Ayers, EG&G - Mound

Japnell Braun, EG&G - Mound (wo/enc #5)

Leo Kelly, EG&G, Inc.

Karin Rindal, EG&G, Inc.

Dennis Love, EG&G, Inc.

Keith Lake, Allied-Signal, KCD

Karen Clegg, Allied-Signal, KCD (wo/enc #5)

Bruce Winchell, Martin Marietta Energy Systems, Inc.
Michael Liikala, DOC/BXA

J. E. Freeze, TFC

Steve Cunningham, RI/RF

Carol Emory, Perkins, Coie

Dick Hames, Davis, Wright & Jones (wo/enc #5)

Dennis Hough, Attorney (wo/enc #5)

Michael Sandler, Foster Pepper & Shefelman (wo/enc #5)

1989

Barbara A. Caverly, Export Assistance Center of Washington

(wo/enc #5)

William Pratt, Finnegan, Henderson, Farabow, Garrett & Dunner
Melvyn Simburg, Simberg, Ketter, Sheppard & Purdy (wo/enc #5)

3180 J. D. Corey (wo/enc #5)
3180 F. Sanchez-Conroy (wo/enc #5)
4050 K. C. Olsen (wo/enc #5)

Copy to: (wo/encs)

S. J. Augustson, LANL
W. A. Whitesell, LINL
3100 L. H. Pitts
8524 F. E. Halasz
3180 D. A. Barr



B:00a.m.

8:15a.m.
8:30a.m.
8:45a.m,

10:00a.m.

10:15a.m.

11:00a.m.

11:45a.m.

1:30p.m.
2:15p.m.

3:30p.m.
3:45p.m.
4:30p.m.

EXPORT CONTROL COORDINATOR'S CONFERENCE
BATTELLE, PACIFIC NORTHWEST LABORATORIES
RICHLAND, WASHINGTON 99352
APRIL 11, 1989

Registration - Battelle Auditorium Lobby (coffee, juice,
fresh fruits and croissants will be served)

Off-site Visitors to go to RO Lobby for Badging
Introduction - by Alan C. Rither, Battelle-Northwest
Michael Liikala, Director, Western Regional Office of the
Bureau of Export Administration, will speak on the 1988
Omnibus Trade and Competitiveness Act and, in particular,
its application to technical data.

BREAK - those who did not pick-up a badge earlier, need to
go to the RO Lobby before lunch to do so.

Doug Barr, Sandia National Laboratory, will speak on
recent developments in export control at Sandia National
Laboratory.

Ronald C. Liikala, Director, Strategic Planning, Battelie-
Northwest, will discuss "Adding Value to the Federal
Investment in Research and Development".

LUNCH - to be served in Battelle's Northwest Room for the
off-site guests.

Dave Pickering, Battelle-Northwest, will discuss "OPSEC".

Carol Emory, Perkins Coie Law Firm, will discuss the
use of export clauses in contracts.

BREAK (refreshments will be available)
General Discussion - Alan C. Rither

CLOSE



PARTICIPANTS IN THE APRIL 11, 1988 "ECCO CONFERENCE"

Alan C. Rither - Host/Speaker

Battelle, Pacific Northwest Laboratories
P. 0. Box 999

Richland, WA 99352

Dorri C. Bostic

Battelle, Pacific Northwest Laboratories
P. 0. Box 999

Richland, WA 99352

Douglas A. Barr - Speaker

Sandia National Laboratories

Review Department 3180

Classification & Sensitive Information
Albuquerque, NM 87185

David R. Pickering, K1-49 - Speaker
Battelle, Pacific Northwest Laboratories
P, 0. Box 999

Richland, WA 99352

Dan Crouter

U.S. Department of Energy
Richland Operations Office
P. 0. Box 550

Richland, WA 99352

Charles Seymour

{awrence Livermore National Laboratory
Mail Stop L-703

P. 0. Box 303

Livermore, CA 94550

Jim Mitchell

Los Alamos National Laboratory
MSA-187

P. 0. Box 1663

Los Alamos, NM 87545
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Trisha Dedik-Chico

Deputy Director

Technology Planning Division
U. S. Department of Energy
Washington, D.C. 20585

Gajl M. McClure, A7-75

U. S. Department of Energy
Richland Operations Office
P.0. Box 550

Richland, WA 99352

Vale Myles

Brookhaven National Laboratory
Building 355

Upton, NY 11973

Paul Betten

Argonne National Laboratory
g700 South Cass Avenue
Argonne, .IL 60439

Robert Mulcahy

Lawrence Berkeley Laboratory
1 Cyclotron Road

Building 50A, Room 6140
Berkeley, CA 94720

Stan Berglin
Westinghouse Hanford Co.
B4-04

P. 0. Box 1970

Richland, WA 99352

David L. Samples
Westinghouse Hanford Co.
p. 0. Box 1970

Richland, WA 99352

Karin Rindal

EGRG, Inc.

1050 Connecticut Avenue, NW
Washington, DC 20036



Michael Liikala - Speaker
Director, ‘Western Regional Office
Bureau Export Administration

U. S. Department of Commerce

3300 Irvine Avenue

Newport Beach, CA 92660

Steven L. Cunningham, Bldg. 750
Rockwell International

Rocky Flats

P. 0. Box 464

Golden, CO 80402-0464

Carol Emory - Speaker
Attorney at Law

Perkins Coie

111 S. W. Fifth Avenue
Suite 300

Portland, Oregon 97204

Dennis Love

EG&G

P. 0. Box 1625

Idaho Falls, ID 83415

Helen Wyer, MS K1-11

Battelle, Pacific Northwest Laboratories
P. 0. Box 999

Richland, WA 99352

Mark W. Gladstone, MS K1-27

Battelle, Pacific Northwest Laboratories
P. 0. Box 999

Richland, WA 99352

Sharon F. Crowder, A3-55

Battelle, Pacific Northwest Laboratories
P. 0. Box 999

Richland, WA 99352

Roger Dellinger

Battelle, Pacific Northwest Laboratories
P. 0. Box 999

Richland, WA 99352



