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Business Risk Management

Enterprise Approach 

Risk Categories
• Strategic
• Financial
• Market
• Customer
• Supply Chain
• Product
• ES&H
• Security
• Political
• Compliance



Organizational Risk Registry



Common 2x2 Risk Matrix
Risk Matrix
• Provide consistency and 

granularity to risk 
prioritization

• Communicate relative risk
• Concisely present complex 

information
• Encourage and facilitate 

risk discussion
• Not suitable to all situations
• No timeframe

Understanding your 
organization’s  risk tolerance 
is a critical element of any risk 
management strategy
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Example 5x5 Risk Matrix



Other Risk Analysis Tools

Risk Management “Mind Map”



Other Risk Analysis Tools



Compliance Risk “Heat Map”
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Bio Sciences 3 3 4 2 3 3 3 3 2 3 2 1
Advanced Projects (ARPA‐E) 3 2 4 2 2 3 3 3 3 4 3 2
Experimental Fabrication 1 3 3 2 2 2 3 2 4 4 2 2
Experimental Diagnostics 2 3 4 4 2 2 3 3 4 3 2 2
Plasma Technologies 2 3 4 2 2 3 3 2 1 1 3 2
ES & H 1 1 1 1 1 1 1 2 2 1 2 1
Human Resources 1 1 1 2 1 1 3 2 1 1 1 1
Communications/Media Relations 1 3 2 1 1 3 2 3 2 3 1 1
Information Technology 1 3 4 2 3 2 2 4 3 4 2 1



Compliance Risk “Heat Map”

ORGANIZATION/ACTIVITY  v. RISK 
CATEGORY

Sh
ip
pi
ng

 E
.C
. I
te
m
s w

/o
 li
ce
ns
e
(G
P 
#1
)

Re
le
as
e 
of
  C
on

tr
ol
le
d 
Te
ch
no

lo
gy

Re
ce
ip
t o

f C
on

tr
ol
le
d 
Te
ch
no

lo
gy

De
ni
ed

 P
ar
ty
 o
r E

nt
ity

 T
ra
ns
ac
tio

ns
 

(G
P 
#4
)

An
it‐
Bo

yc
ot
t V

io
la
tio

ns

Th
ef
t o

f C
on

tr
ol
le
d 
Te
ch
no

lo
gy

In
co
rr
ec
t E

.C
. C
la
ss
ifi
ca
tio

n

Fo
re
ig
n 
N
at
'l 
Ac
ce
ss
 to

 "U
se
" 

Te
ch
no

lo
gy

De
em

ed
 E
xp
or
ts

En
d 
U
se
rs
 / 
En

d 
U
se
s (
G
P 
#5
)

Hi
gh

 R
isk

 P
ro
pe

rt
y

Pr
oc
ee
di
ng

 w
ith

 K
no

w
le
dg
e 
(G
P 
#1
0)

Sa
nc
tio

ne
d 
or
 E
m
ba
rg
oe

d 
Co

un
tr
ie
s 

(G
P 
#6
)

Fu
nd

am
en

ta
l R
es
ea
rc
h 
Vi
ol
at
io
ns

In
 T
ra
ns
it 
Sh
ip
m
en

t U
nl
ad
in
g 
(G
P 
#8
)

Su
pp

or
t o

f P
ro
lif
er
at
io
n 
Ac
tiv

iti
es
 (G

P 
#7
)

International Shipping 4 3 1 3 4 3 4 1 1 3 3 1 1 3 4 2
Freight Forwarders/Third Party 
Transaction 3 1 1 3 3 2 3 1 1 3 1 2 1 1 4 2

Work for Others 3 4 4 2 3 4 3 4 4 3 2 2 2 3 3 2
Collaborations 3 4 4 3 3 4 3 4 4 4 3 2 3 3 4 3
Property/Equipment Loans 4 3 2 3 2 3 4 3 3 4 3 2 3 3 3 2
Subcontracts 2 3 3 2 3 2 3 3 3 3 2 2 2 3 2 2
Patents & Publications 1 3 1 1 2 1 3 1 2 1 1 1 1 2 1 2
Computer Code Sharing 1 2 2 2 2 1 2 1 4 3 1 2 1 2 1 2
Host Foreign Visitors 1 3 2 2 2 2 1 2 4 1 4 2 1 4 1 2
Foreign Assignments 1 3 3 3 2 2 2 3 4 2 2 1 2 3 1 1
Graduate Students 1 4 2 2 1 2 2 4 4 1 3 1 1 3 1 1
Interns & Fellowships 1 4 2 2 1 2 2 4 4 1 3 1 1 3 1 1
Conferences & Meetings 1 3 3 3 1 2 2 2 4 4 1 2 2 4 1 1
Property Management 1 1 1 2 1 1 4 1 1 1 4 1 1 1 1 1
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Collaborations 2 2 3 3 2 3 3 3 3 3 3 4 3 3 3 4 3 4 3 4 4 4 3.14
Work for Others 2 2 2 2 2 2 3 3 3 4 2 4 3 2 3 4 2 4 3 3 4 4 2.86
Property/Equipment Loans 3 2 3 3 2 2 4 3 2 2 3 3 3 3 4 3 3 3 3 4 2 3 2.86
Advanced Projects 2 2 2 2 1 2 3 2 2 2 3 2 3 3 3 3 2 2 4 3 4 3 2.50
International Shipping 3 1 1 2 1 2 4 4 4 2 3 3 3 3 4 1 3 3 3 3 1 1 2.50
ITER  Diagnostics 1 2 2 2 1 2 2 3 1 2 2 2 2 3 2 3 4 3 3 4 4 3 2.41
ITER SSEN 1 2 2 2 2 2 1 3 1 2 2 2 2 3 2 3 4 2 3 4 4 3 2.36
Subcontracts 1 2 2 2 2 2 2 2 3 2 2 2 2 2 3 3 2 3 3 3 3 3 2.32
Plasma Science & Technology 1 2 1 1 1 2 3 2 1 3 2 3 2 2 3 3 2 3 3 2 4 3 2.23
ITER Fabrication 1 2 2 2 1 2 1 3 1 2 2 2 2 3 2 3 2 3 4 4 3 2 2.23
Technology Transfer 2 1 1 1 1 1 2 1 2 4 2 2 2 2 2 2 2 3 2 4 4 4 2.14

FRT Forwarders/Third Party Transaction 3 2 1 2 2 2 3 4 3 1 3 2 3 1 3 1 3 1 1 3 1 1 2.09
Theory & Computation 2 3 2 1 1 2 1 1 1 1 2 1 3 1 2 2 2 2 4 3 3 4 2.00
Engineering & Infrastructure 2 1 1 2 1 2 2 1 2 3 2 2 2 2 3 3 2 3 1 1 4 2 2.00
Conferences & Meetings 1 2 2 2 1 1 1 1 1 1 1 2 2 1 2 2 3 3 4 4 3 4 2.00
Host Foreign Visitors 1 2 1 2 1 2 1 1 2 1 2 2 2 4 1 2 2 3 4 1 2 4 1.95
Visas 1 1 2 1 1 1 1 1 2 2 1 2 2 2 2 3 3 3 3 2 3 4 1.95
Procurement 1 1 1 1 4 1 2 1 2 2 2 1 2 2 2 1 4 3 1 2 3 3 1.91

NSTX 2 1 1 2 1 1 1 1 1 2 2 1 2 3 2 3 2 2 3 1 4 3 1.86
Information Technology 1 1 1 1 1 2 1 1 1 2 2 3 2 1 2 2 2 3 2 3 4 3 1.86
Graduate Students 1 1 1 1 2 1 1 1 1 1 1 2 2 3 2 4 2 4 3 1 2 4 1.86
Interns & Fellowships 1 1 1 1 2 1 1 1 1 1 1 2 2 3 2 4 2 4 3 1 2 4 1.86
Computer Code Sharing 2 2 1 2 1 2 1 1 2 1 2 1 3 1 2 1 2 2 2 3 2 4 1.82
Excess Property 1 1 1 1 1 2 1 2 1 1 2 1 3 4 2 1 3 1 1 3 1 3 1.68
ITER & Tokamaks 2 1 1 1 1 2 1 1 1 2 1 1 2 2 2 3 1 2 3 1 3 2 1.64
Business Operations 1 1 2 1 4 1 1 1 4 1 2 1 1 1 1 1 4 1 1 2 1 2 1.59
Communictions & Media Relations 1 1 1 1 1 1 1 1 1 1 1 1 1 1 3 2 1 3 3 2 2 3 1.50
Travel Office 1 1 3 2 2 1 1 1 2 1 1 1 1 1 1 1 2 1 1 3 1 3 1.45
Patents & Publications 1 1 1 1 1 2 1 1 2 2 1 1 2 1 3 1 1 3 2 1 1 2 1.45
Accounting 1 1 1 1 4 1 1 1 2 1 1 1 1 1 1 1 2 1 1 2 1 3 1.36
Property Management 1 1 1 1 2 1 1 1 1 1 1 1 1 4 4 1 2 1 1 1 1 1 1.36
Human Resources 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 3 2 1 1 1 1 2 1.18
Best Practices & Outreach 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 2 2 1 2 1.14

Env., Safety, Health & Security 1 1 1 1 1 1 1 1 1 1 1 1 2 1 1 1 1 1 1 2 1 2 1.14
RISK SCORE 1.44 1.44 1.47 1.53 1.56 1.59 1.62 1.65 1.74 1.74 1.76 1.79 2.06 2.09 2.24 2.24 2.29 2.41 2.41 2.44 2.47 2.88

Export Compliance “Heat Map”



Questions & Discussion

Robert Sheneman
rsheneman@pppl.gov

609.243.3392


